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AVNACMAUNCPILPIAN Certain versions of Firefox from Mozilla contain the following
’ vulnerability:

The js_InitRandom function in the JavaScript implementation in Mozilla
Firefox 3.5.10 through 3.5.11, 3.6.4 through 3.6.8, and 4.0 Betal uses
a context pointer in conjunction with its successor pointer for seeding of
a random number generator, which makes it easier for remote
attackers to guess the seed value via a brute-force attack, a different
vulnerability than CVE-2010-3171.

CVE-2010-3399 has been assigned by [J] cve@mitre.org to track the vulnerability
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

(7) BUGTRAQ 20100914 New writeup by Amit Klein (Trusteer): "Cross-domain
information leakage in Firefox 3.6.4-3.6.8, Firefox 3.5.10-3.5.11 and Firefox 4.0 Beta1"

() OVAL oval:org.mitre.oval:def:7598

() MISC bugzilla.mozilla.org/show_bug.cgi?id=475585

() MISC bugzilla.mozilla.org/show_bug.cgi?id=577512

() CONFIRM blogs.sun.com/security/entry/multiple_vulnerabilities_in_mozilla_firefox

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

/

There are currently no QIDs associated with this CVE
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Version Update Edition Language
3.5.10 All All All
3.5.11 All All All
3.6.4 All All All
3.6.6 All All All
3.6.7 All All All
3.6.8 All All All
4.0 betal All All
3.5.10 All All All
3.5.11 All All All
3.6.4 All All All
3.6.6 All All All
3.6.7 All All All
3.6.8 All All All
4.0 betal All All
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cpe:2.3:a:mozilla:firefox:3.6.4:":* "
cpe:2.3:a:mozilla:firefox:3.6.6:":*:*:**:*:*:
cpe:2.3:a:mozilla:firefox:3.6.7:%:* "

cpe:2.3:a:mozilla:firefox:3.6.8:":*:*:**:*:*:

cpe:2.3:a:mozilla:firefox:3.5.10: "
cpe:2.3:a:mozilla:firefox:3.5. 11 "
cpe:2.3:a:mozilla:firefox:3.6.4: """
cpe:2.3:a:mozilla:firefox:3.6.6:*:*:*:*:*:*:*:
cpe:2.3:a:mozilla:firefox:3.6.7:*:* "

cpe:2.3:a:mozilla:firefox:3.6.8:*:*:*:**:*:*:

No vendor comments have been submitted for this CVE
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