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Stack-based buffer overflow in the MailCheck821Address function in nnotes.dll in the nrouter.exe service in the server in IB
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Ibm Lotus Domino 8.0 All All All
Ibm Lotus Domino 8.0.1 All All All
Ibm Lotus Domino 8.0.2 All All All
lbm Lotus Domino 8.0.2.1 All All All
Ibm Lotus Domino 8.0.2.2 All All All
Ibm Lotus Domino 8.0.2.3 All All All
Ibm Lotus Domino 8.0.2.4 All All All
Ibm Lotus Domino 8.5.0 All All All
Ibm Lotus Domino 8.5.0.1 All All All
Ibm Lotus Domino 8.5.1 All All All
Ibm Lotus Domino 8.5.1.1 All All All
Ibm Lotus Domino 8.0 All All All
Ibm Lotus Domino 8.0.1 All All All
Ibm Lotus Domino 8.0.2 All All All
Ibm Lotus Domino 8.0.2.1 All All All
Ibm Lotus Domino 8.0.2.2 All All All
Ibm Lotus Domino 8.0.2.3 All All All
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Application lbm Lotus Domino 8.0.2.4 All All All
Application Ibm Lotus Domino 8.5.0 All All All
Application Ibm Lotus Domino 8.5.0.1 All All All
Application Ibm Lotus Domino 8.5.1 All All All
Application Ibm Lotus Domino 8.5.1.1 All All All
Reference

IBM - Stack buffer overflow vulnerability in Lotus Domino iCalendar functionality

IBM Lotus Domino iCalendar Email Address Parsing Buffer Overflow - Advisories - Community
Advisories - MWR Info Security, Basingstoke, Hampshire, UK.

IBM Lotus Domino iCalendar Email Address Stack Buffer Overflow Vulnerability

Zero Day Initiative

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Page not found

SecurityTracker.com Archives - IBM Lotus Domino iCalendar Stack Overflow in MAILTO Processing Lets Remote Users Execute Arbitrary Co
www-10.lotus.com/Idd/r5fixlist.nsf/8d1c0550e6242b69852570c900549a74/52f9218288...

IBM Lotus Domino iCalendar Remote Stack Buffer Overflow Vulnerability
www-10.lotus.com/Idd/r5fixlist.nsf/8d1c0550e6242b69852570c900549a74/613a204806...
SecurityFocus

Notes/Domino Fix List - Lotus Notes/Domino 8.5.2 Maintenance Release - "Top 20" Fix List
IBM X-Force Exchange
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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