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Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AV-NIAC:MIAUNIC:C/.CIAC Certain versions of Chrome from Google contain the foIIowing

¢§ vulnerability:
mm Race condition in the console implementation in Google Chrome
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\ ) 7" before 6.0.472.59 has unspecified impact and attack vectors.
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CVE-2010-3412 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 9.3-HIGH

Access Access Authentication

Vector Complexity

[ NONE |

Confidentiality Integrity Availability

Impact Impact Impact
COMPLETE COMPLETE COMPLETE
CVE References

Description Tags Link

Google Chrome Releases: Stable, Beta Vendor Advisory & CONFIRM

Channel Updates e e e L iyl googlechromereleases.blogspot.com/2010/09/stable-

beta-channel-updates_14.html

Repository / Oval Repository Third Party Advisory () OVAL oval:org.mitre.oval:def:7354

Issue 51919 - chromium - use after free in () CONFIRM

console.profile calls. - Project Hosting on Vendor Advisory code.google.com/p/chromium/issues/detail ?

Google Code code.google.com id=51919
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
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U VLICPUIL UUED 1IUL SHUUIDE dlly LUITITITIgIvidl PIUUULLY Lidl THidy VE THSTHLUUIIEU Ul LTIEDE DIED. IMicddt auultdd LUITITTICTILD dvuul dlly HTINSU payes v

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Google Chrome All All All All
Application Google Chrome All All All All

cpe:2.3:a:google:chrome:™: " " *:

cpe:2.3:a:google:chrome:™: " **:*:

No vendor comments have been submitted for this CVE

« Previous ID Next ID—

© CVE.report 2023 B4 [/ |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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