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Summary

CVE CVE-2010-3436

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-11-09 01:00:00 UTC

Updated 2022-09-01 16:32:00 UTC

Description fopen_wrappers.c in PHP 5.3.x through 5.3.3 might allow remote attackers to bypass open_basedir restrictions via vectors related to the length of a filename.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 10.10 All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Canonical Ubuntu Linux 9.10 All All All

Application Php Php All All All All

Application Php Php 5.3.0 All All All

Application Php Php 5.3.1 All All All

Application Php Php 5.3.2 All All All

Application Php Php 5.3.3 All All All

Application Php Php 5.3.0 All All All

Application Php Php 5.3.1 All All All

Application Php Php 5.3.2 All All All

Application Php Php 5.3.3 All All All
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APPLE-SA-2011-03-21-1 Mac OS X v10.6.7 and Security Update 2011-001 APPLE lists.apple.com

CVE-2010-3436 CONFIRM security-tracker.debian.org

PHP: Diff of /php/php-src/trunk/main/fopen_wrappers.c CONFIRM svn.php.net Patch

USN-1042-1: PHP vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

PHP 'open_basedir' Security-Bypass Vulnerability BID www.securityfocus.com

Ubuntu update for php5 - Advisories - Community SECUNIA secunia.com

PHP: PHP 5.3.4 Release Announcement CONFIRM www.php.net

PHP: Revision 303824 CONFIRM svn.php.net Patch

APPLE-SA-2011-10-12-3 OS X Lion v10.7.2 and Security Update 2011-006 APPLE lists.apple.com

The Slackware Linux Project: Slackware Security Advisories SLACKWARE slackware.com

About the security content of Mac OS X v10.6.7 and Security Update 2011-001 CONFIRM support.apple.com

About the security content of OS X Lion v10.7.2 and Security Update 2011-006 CONFIRM support.apple.com

PHP: PHP 5.2.15 Release Announcement CONFIRM www.php.net

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Advisories | Mandriva MANDRIVA www.mandriva.com

PHP: PHP 5 ChangeLog CONFIRM www.php.net

PHP: News Archive - 2010 CONFIRM www.php.net

Slackware update for php - Advisories - Community SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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