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libpoe-component-irc-perl before v6.32 does not remove carriage returns and line feeds. This can be used to execute arbitr
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Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Application

Application

References

Vendor Product Version Update Edition Language
Debian Debian Linux 10.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Fedoraproject Fedora 12 All All All
Fedoraproject Fedora 13 All All All
Fedoraproject Fedora 12 All All All
Fedoraproject Fedora 13 All All All
Libpoe-component-irc-perl Project Libpoe-component-irc-perl All All All All
Libpoe-component-irc-perl Project Libpoe-component-irc-perl All All All All
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#581194 - libpoe-component-irc-perl: Insufficient stripping of CR/LF allows arbitrary IRC command execution - Debian Bug report logs
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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