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Summary

CVE CVE-2010-3449

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-12-06 20:13:00 UTC

Updated 2023-11-07 02:05:00 UTC

Description Cross-site request forgery (CSRF) vulnerability in Redback before 1.2.4, as used in Apache Archiva 1.0 through 1.0.3, 1.1 through 1.1.4, 1.2 through 1.2.2, and 1.3 through 1.3.1; and Apache Continuum 1.3.6, 1.4.0, and 1.1 through 1.2.3.1; allows remote attackers to hijack the authentication of administrators for requests that modify credentials.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Archiva 1.0 All All All

Application Apache Archiva 1.0.1 All All All

Application Apache Archiva 1.0.2 All All All

Application Apache Archiva 1.0.3 All All All

Application Apache Archiva 1.1 All All All

Application Apache Archiva 1.1.1 All All All

Application Apache Archiva 1.1.2 All All All

Application Apache Archiva 1.1.3 All All All

Application Apache Archiva 1.1.4 All All All

Application Apache Archiva 1.2 All All All

Application Apache Archiva 1.2.1 All All All

Application Apache Archiva 1.2.2 All All All

Application Apache Archiva 1.3 All All All

Application Apache Archiva 1.3.1 All All All

Application Apache Archiva 1.0 All All All

Application Apache Archiva 1.0.1 All All All

Application Apache Archiva 1.0.2 All All All
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Application Apache Archiva 1.0.2 All All All

Application Apache Archiva 1.0.3 All All All

Application Apache Archiva 1.1 All All All

Application Apache Archiva 1.1.1 All All All

Application Apache Archiva 1.1.2 All All All

Application Apache Archiva 1.1.3 All All All

Application Apache Archiva 1.1.4 All All All

Application Apache Archiva 1.2 All All All

Application Apache Archiva 1.2.1 All All All

Application Apache Archiva 1.2.2 All All All

Application Apache Archiva 1.3 All All All

Application Apache Archiva 1.3.1 All All All

Application Jesse Mcconnell Redback 1.0 All All All

Application Jesse Mcconnell Redback 1.0 alpha4 All All

Application Jesse Mcconnell Redback 1.0.1 All All All

Application Jesse Mcconnell Redback 1.0.2 All All All

Application Jesse Mcconnell Redback 1.0.3 All All All

Application Jesse Mcconnell Redback 1.1 All All All

Application Jesse Mcconnell Redback 1.1.1 All All All

Application Jesse Mcconnell Redback 1.1.2 All All All

Application Jesse Mcconnell Redback 1.2 All All All

Application Jesse Mcconnell Redback 1.2 beta1 All All

Application Jesse Mcconnell Redback 1.2 beta2 All All

Application Jesse Mcconnell Redback 1.2.1 All All All

Application Jesse Mcconnell Redback 1.2.2 All All All

Application Jesse Mcconnell Redback 1.0 All All All

Application Jesse Mcconnell Redback 1.0 alpha4 All All

Application Jesse Mcconnell Redback 1.0.1 All All All

Application Jesse Mcconnell Redback 1.0.2 All All All

Application Jesse Mcconnell Redback 1.0.3 All All All

Application Jesse Mcconnell Redback 1.1 All All All

Application Jesse Mcconnell Redback 1.1.1 All All All

Application Jesse Mcconnell Redback 1.1.2 All All All

Application Jesse Mcconnell Redback 1.2 All All All

Application Jesse Mcconnell Redback 1.2 beta1 All All

Application Jesse Mcconnell Redback 1.2 beta2 All All
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Application Jesse Mcconnell Redback 1.2.1 All All All

Application Jesse Mcconnell Redback 1.2.2 All All All

Application Jesse Mcconnell Redback All All All All

References

Reference Source

[archiva-users] 20101129 Apache Archiva CSRF Vulnerability

Archiva - Security Vulnerabilities CONFIRM

[Apache-SVN] Diff of /archiva/branches/archiva-1.3.x/archiva-modules/archiva-web/archiva-webapp/src/main/resources/struts.xml CONFIRM

Apache Archiva Cross-Site Request Forgery Vulnerability - Advisories - Community SECUNIA

Apache Continuum Cross-Site Scripting and Request Forgery Vulnerabilities - Secunia.com SECUNIA

SecurityFocus BUGTRAQ

[archiva-users] 20101129 Apache Archiva CSRF Vulnerability MLIST

Apache Archiva Cross Site Request Forgery Vulnerability BID

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

[#MRM-1438] CSRF vulnerability - Archiva doesn't check which form sends credentials - jira.codehaus.org CONFIRM

Continuum - Security Vulnerabilities CONFIRM

Apache Continuum Input Validation Flaw Permits Cross-Site Request Forgery Attacks - SecurityTracker SECTRACK

Full Disclosure: [SECURITY] CVE-2010-3449: Apache Continuum CSRF vulnerability FULLDISC

[SECURITY] CVE-2010-3449: Apache Continuum CSRF vulnerability MLIST

69520 OSVDB

[Apache-SVN] Revision 1038518 CONFIRM

SecurityFocus BUGTRAQ

[Apache-SVN] Revision 1066010 CONFIRM

[SECURITY] CVE-2010-3449: Apache Continuum CSRF vulnerability

[Apache-SVN] Diff of /archiva/branches/archiva-1.3.x/pom.xml CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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