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Summary

CVE CVE-2010-3453

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-01-28 22:00:00 UTC

Updated 2023-02-13 04:25:00 UTC

Description The WW8ListManager::WW8ListManager function in oowriter in OpenOffice.org (OOo) 2.x and 3.x before 3.3 does not properly handle an unspecified number of list levels in user-defined list styles in WW8 data in a Microsoft Word document, which allows remote attackers to cause a denial of service (application crash) or possibly execute arbitrary code via a crafted .DOC file that triggers an out-of-bounds write.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Openoffice All All All All

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 10.10 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Canonical Ubuntu Linux 9.10 All All All

Operating System Debian Debian Linux 5.0 All All All

Operating System Debian Debian Linux 6.0 All All All

Application Sun Openoffice.org 2.0.0 All All All

Application Sun Openoffice.org 2.0.3 All All All

Application Sun Openoffice.org 2.0.4 All All All

Application Sun Openoffice.org 2.1.0 All All All

Application Sun Openoffice.org 2.2.0 All All All

Application Sun Openoffice.org 2.2.1 All All All

Application Sun Openoffice.org 2.3.0 All All All

Application Sun Openoffice.org 2.3.1 All All All

Application Sun Openoffice.org 2.4.0 All All All

Application Sun Openoffice.org 2.4.1 All All All
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Application Sun Openoffice.org 2.4.1 All All All

Application Sun Openoffice.org 2.4.2 All All All

Application Sun Openoffice.org 2.4.3 All All All

Application Sun Openoffice.org 3.0.0 All All All

Application Sun Openoffice.org 3.0.1 All All All

Application Sun Openoffice.org 3.1.0 All All All

Application Sun Openoffice.org 3.1.1 All All All

Application Sun Openoffice.org 3.2.0 All All All

Application Sun Openoffice.org 3.2.1 All All All

Application Sun Openoffice.org 2.0.0 All All All

Application Sun Openoffice.org 2.0.3 All All All

Application Sun Openoffice.org 2.0.4 All All All

Application Sun Openoffice.org 2.1.0 All All All

Application Sun Openoffice.org 2.2.0 All All All

Application Sun Openoffice.org 2.2.1 All All All

Application Sun Openoffice.org 2.3.0 All All All

Application Sun Openoffice.org 2.3.1 All All All

Application Sun Openoffice.org 2.4.0 All All All

Application Sun Openoffice.org 2.4.1 All All All

Application Sun Openoffice.org 2.4.2 All All All

Application Sun Openoffice.org 2.4.3 All All All

Application Sun Openoffice.org 3.0.0 All All All

Application Sun Openoffice.org 3.0.1 All All All

Application Sun Openoffice.org 3.1.0 All All All

Application Sun Openoffice.org 3.1.1 All All All

Application Sun Openoffice.org 3.2.0 All All All

Application Sun Openoffice.org 3.2.1 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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