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Multiple off-by-one errors in the WW8DopTypography::ReadFromMem function in oowriter in OpenOffice.org (OO0) 2.x anc
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Risk And Classification

Problem Types: CWE-193

NVD Known Affected Configurations (CPE 2.3)

Type

Application
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Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Apache Openoffice All All All All
Canonical Ubuntu Linux 10.04 All All All
Canonical Ubuntu Linux 10.04 All All All
Canonical Ubuntu Linux 10.10 All All All
Canonical Ubuntu Linux 8.04 All All All
Canonical Ubuntu Linux 8.04 - Its All
Canonical Ubuntu Linux 9.10 All All All
Canonical Ubuntu Linux 10.04 All All All
Canonical Ubuntu Linux 10.10 All All All
Canonical Ubuntu Linux 8.04 - Its All
Canonical Ubuntu Linux 9.10 All All All
Debian Debian Linux 5.0 All All All
Debian Debian Linux 6.0 All All All
Sun Openoffice.org 2.0.0 All All All
Sun Openoffice.org 2.0.3 All All All
Sun Openoffice.org 2.0.4 All All All
Sun Openoffice.org 21.0 All All All
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VSR Security Advisories MISU
Red Hat update for openoffice.org - Advisories - Community SECU
Bug 640954 — CVE-2010-3454 OpenOffice.org: Array index error by scanning document typography information of certain *.doc files CONF
Dan Rosenberg MISC
OpenOffice.org Multiple Vulnerabilities - Advisories - Community SECU
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEI
Debian update for openoffice.org - Advisories - Community SECU
Debian -- Security Information -- DSA-2151-1 openoffice.org DEBIA
Security Advisory SA60799 - Gentoo openoffice Multiple Vulnerabilties - Secunia SECU
rhn.redhat.com | Red Hat Support REDH
Ubuntu update for openoffice.org - Advisories - Community SECU
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEI
Security Tracker: OpenOffice.org Multiple Flaws Let Remote Users Execute Arbitrary Code SECTI
CVE-2010-3453 CONF
Security Advisories | Mandriva Linux MAND
cpuapr2011 CONF
USN-1056-1: OpenOffice.org vulnerabilities | Ubuntu UBUN
Gentoo Linux Documentation -- OpenOffice, LibreOffice: Multiple vulnerabilities GENT!
Red Hat update for openoffice.org - Advisories - Community SECU
rhn.redhat.com | Red Hat Support REDH
OpenOffice Multiple Remote Code Execution Vulnerabilities BID
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEI
70715 OSVD
CVE Program record CVE.C
NVD vulnerability detail NVD
L] | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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