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CVE CVE-2010-3475
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-09-20 22:00:04 UTC
Updated 2026-04-29 01:13:23 UTC
Description IBM DB2 9.7 before FP3 does not properly enforce privilege requirements for execution of entries in the dynamic SQL cach

/ |

Risk And Classification

Primary CVSS: v2.0 4 from nvd@nist.gov

AV:N/AC:L/Au:S/C:N/I:P/A:N

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:S/C:N/I:P/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibom Db2 9.7 All All All


https://cve.report/
https://cve.report/CVE-2010-3475/mitre
https://cve.report/CVE-2010-3475/nist
https://cve.report/CVE-2010-3475/cve_org
https://cve.report/api/cve/CVE-2010-3475.json
https://cve.report/CVE-2010-3475.pdf
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2

Application lom Db2 9.7.0.1 All All All

Application Ibm Db2 9.7.0.2 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

IBM DB2 prior to 9.7 Fix Pack 3 Multiple Security Vulnerabilities

Repository / Oval Repository

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

IBM X-Force Exchange

osvdb.org/68122

IBM notice: The page you requested cannot be displayed

IBM DB2 Two Security Issues - Advisories - Community

SecurityTracker.com Archives - IBM DB2 May Let Remote Authenticated Users Update Tables Without Privileges in Certain Cases

IBM 1C70406: SECURITY: UPDATE AGAINST A TABLE VIA A COMPOUND SQL (COMPILED) STATEMENT MAY BE EXECUTED BY USE
CVE Program record

NVD vulnerability detail

/]
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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