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Certain versions of Pyftpdlib from G.rodola contain the following
vulnerability:

Race condition in the FTPHandler class in ftpserver.py in pyftpdlib
before 0.5.2 allows remote attackers to cause a denial of service
(daemon outage) by establishing and then immediately closing a TCP
connection, leading to the accept function having an unexpected value
of None for the address, or an ECONNABORTED, EAGAIN, or

EWOULDBLOCK error, a related issue to CVE-2010-3492.

CVSS2 Score: 4.3 - MEDIUM
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CVE References

Description Tags Link

oss-security - Re: CVE Request -- Python --
accept() implementation in async core is
broken => more subcases

www.openwall.com

text/html

 MLIST [oss-security] 20100924 Re: CVE Request -- Python --
accept() implementation in async core is broken => more subcases

socket.accept() might raise ECONNABORTED
crashing the server on FreeBSD · Issue #105 ·
giampaolo/pyftpdlib · GitHub

code.google.com

text/html

 CONFIRM code.google.com/p/pyftpdlib/issues/detail?id=105

GitHub - giampaolo/pyftpdlib: Extremely fast
and scalable Python FTP server library

code.google.com

text/html

 CONFIRM code.google.com/p/pyftpdlib/source/diff?
spec=svn556&r=556&format=side&path=/trunk/pyftpdlib/ftpserver.py

GitHub - giampaolo/pyftpdlib: Extremely fast
and scalable Python FTP server library

code.google.com

text/html

 CONFIRM code.google.com/p/pyftpdlib/source/detail?r=556

CVE-2010-3494 has been assigned by  cve@mitre.org to track the vulnerability
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oss-security - Re: CVE Request -- Python --
accept() implementation in async core is
broken => more subcases

www.openwall.com

text/html

 MLIST [oss-security] 20100910 Re: CVE Request -- Python --
accept() implementation in async core is broken => more subcases

HISTORY - pyftpdlib - Project Hosting on
Google Code

code.google.com

text/html

 CONFIRM
code.google.com/p/pyftpdlib/source/browse/trunk/HISTORY

oss-security - CVE Request -- Python --
accept() implementation in async core is
broken => more subcases

www.openwall.com

text/html

 MLIST [oss-security] 20100909 CVE Request -- Python --
accept() implementation in async core is broken => more subcases

Issue 6706: asyncore's accept() is broken -
Python tracker

Patch

bugs.python.org

text/html

 MISC bugs.python.org/issue6706

Bug #135108 “mac osx socket.accept return
None instead of """ : Bugs : ZODB

bugs.launchpad.net

text/html

 MISC bugs.launchpad.net/zodb/+bug/135108

Issue 104 - pyftpdlib - Crash when logging a
subscripted None object and unhandled EPIPE
exception on OS X - Extremely fast and
scalable Python FTP server library - Google
Project Hosting

code.google.com

text/html

 CONFIRM code.google.com/p/pyftpdlib/issues/detail?id=104

oss-security - Re: CVE Request -- Python --
accept() implementation in async core is
broken => more subcases

www.openwall.com

text/html

 MLIST [oss-security] 20100922 Re: CVE Request -- Python --
accept() implementation in async core is broken => more subcases

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application G.rodola Pyftpdlib 0.1 All All All

Application G.rodola Pyftpdlib 0.1.1 All All All

Application G.rodola Pyftpdlib 0.2.0 All All All

Application G.rodola Pyftpdlib 0.3.0 All All All

Application G.rodola Pyftpdlib 0.4.0 All All All

Application G.rodola Pyftpdlib 0.5.0 All All All

Application G.rodola Pyftpdlib All All All All

Application G.rodola Pyftpdlib 0.1 All All All

Application G.rodola Pyftpdlib 0.1.1 All All All

Application G.rodola Pyftpdlib 0.2.0 All All All

Application G.rodola Pyftpdlib 0.3.0 All All All

Application G.rodola Pyftpdlib 0.4.0 All All All

Application G.rodola Pyftpdlib 0.5.0 All All All
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No vendor comments have been submitted for this CVE
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