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CVE CVE-2010-3549
State PUBLISHED
Assigner oracle

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-10-19 22:00:02 UTC
Updated 2026-04-29 01:13:23 UTC
Description Unspecified vulnerability in the Networking component in Oracle Java SE and Java for Business 6 Update 21, 5.0 Update 2

/ |

Risk And Classification

Primary CVSS: v2.0 6.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:P

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity
\uthentication
Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:N/C:P/I:P/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun Jak 1.3.0 All All All


https://cve.report/
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https://cve.report/CVE-2010-3549/nist
https://cve.report/CVE-2010-3549/cve_org
https://cve.report/api/cve/CVE-2010-3549.json
https://cve.report/CVE-2010-3549.pdf
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Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

SecurityFocus

[security-announce] SUSE Security Announcement: IBM Java 1.4.2 (SUSE-SA:
[SECURITY] Fedora 12 Update: java-1.6.0-openjdk-1.6.0.0-41.1.8.2.fc12

Red Hat update for java-1.6.0-ibm - Advisories - Community

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Support

Support | Red Hat

USN-1010-1: OpendDK vulnerabilities | Ubuntu

Support | Red Hat

Support

VMSA-2011-0003

[SECURITY] Fedora 14 Update: java-1.6.0-openjdk-1.6.0.0-44.1.9.1.fc14
ASA-2010-347

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:019
rhn.redhat.com | Red Hat Support

Support | Red Hat

'[security bulletin] HPSBMU02799 SSRT100867 rev.1 - HP Network Node Manager i (NNMi) v9.0x Running JD' - MARC
[SECURITY] Fedora 13 Update: java-1.6.0-openjdk-1.6.0.0-43.1.8.2.fc13

Support | Red Hat

Oracle Java SE and Java for Business Critical Patch Update Advisory - October 2010

HPSBUX02608 SSRT100333 rev.2 - HP-UX Running Java, Remote Execution of Arbitrary Code, Disclosure of Information, and Other Vulner:
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http://www.securityfocus.com/archive/1/516397/100/0/threaded
http://lists.opensuse.org/opensuse-security-announce/2010-12/msg00005.html
http://lists.fedoraproject.org/pipermail/package-announce/2010-October/049702.html
http://secunia.com/advisories/44954
http://www.vupen.com/english/advisories/2010/2745
http://www.redhat.com/support/errata/RHSA-2010-0873.html
http://www.redhat.com/support/errata/RHSA-2010-0865.html
http://www.ubuntu.com/usn/USN-1010-1
http://www.redhat.com/support/errata/RHSA-2010-0768.html
http://www.redhat.com/support/errata/RHSA-2010-0986.html
http://www.vmware.com/security/advisories/VMSA-2011-0003.html
http://lists.fedoraproject.org/pipermail/package-announce/2010-October/049455.html
http://support.avaya.com/css/P8/documents/100123193
http://lists.opensuse.org/opensuse-security-announce/2010-10/msg00006.html
http://www.redhat.com/support/errata/RHSA-2010-0807.html
http://www.redhat.com/support/errata/RHSA-2011-0880.html
http://marc.info/?l=bugtraq&m=134254866602253&w=2
http://lists.fedoraproject.org/pipermail/package-announce/2010-October/049528.html
http://www.redhat.com/support/errata/RHSA-2010-0987.html
http://www.oracle.com/technetwork/topics/security/javacpuoct2010-176258.html
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?lang=en&cc=us&objectID=c02616748

Gentoo Linux Documentation -- IcedTea JDK: Multiple vulnerabilities

ASA-2010-308 (RHSA-2010-0768)

Ubuntu update for openjdk - Advisories - Community

Repository / Oval Repository

rhn.redhat.com | Red Hat Support

Repository / Oval Repository

Bug 642180 — CVE-2010-3549 OpenJDK HttpURLConnection request splitting (6952017)
Oracle Critical Patch Update Pre-Release Announcement - January 2011

Oracle JRockit Multiple Vulnerabilities - Advisories - Community

Red Hat update for java-1.5.0-ibm - Advisories - Community

ASA-2010-307 (RHSA-2010-0770)

Oracle Java SE and Java for Business CVE-2010-3549 HTTP Response Splitting Vulnerability
rhn.redhat.com | Red Hat Support

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://bugzilla.redhat.com/show_bug.cgi?id=642180
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http://www.securityfocus.com/bid/44027
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