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Summary

CVE CVE-2010-3563

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-10-19 22:00:00 UTC

Updated 2017-09-19 01:31:00 UTC

Description Unspecified vulnerability in the Deployment component in Oracle Java SE and Java for Business 6 Update 21 allows remote attackers to affect confidentiality, integrity, and availability via unknown vectors. NOTE: the previous information was obtained from the October 2010 CPU. Oracle has not commented on claims from a reliable researcher that this is related to "how Web Start retrieves security policies," BasicServiceImpl, and forged policies that bypass sandbox restrictions.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun Jdk 1.6.0 All All All

Application Sun Jdk 1.6.0 update1 All All

Application Sun Jdk 1.6.0 update1_b06 All All

Application Sun Jdk 1.6.0 update2 All All

Application Sun Jdk 1.6.0 update_10 All All

Application Sun Jdk 1.6.0 update_11 All All

Application Sun Jdk 1.6.0 update_12 All All

Application Sun Jdk 1.6.0 update_13 All All

Application Sun Jdk 1.6.0 update_14 All All

Application Sun Jdk 1.6.0 update_15 All All

Application Sun Jdk 1.6.0 update_16 All All

Application Sun Jdk 1.6.0 update_17 All All

Application Sun Jdk 1.6.0 update_18 All All

Application Sun Jdk 1.6.0 update_19 All All

Application Sun Jdk 1.6.0 update_20 All All

Application Sun Jdk 1.6.0 update_3 All All

Application Sun Jdk 1.6.0 update_4 All All
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Application Sun Jdk 1.6.0 update_4 All All

Application Sun Jdk 1.6.0 update_5 All All

Application Sun Jdk 1.6.0 update_6 All All

Application Sun Jdk 1.6.0 update_7 All All

Application Sun Jdk 1.6.0 All All All

Application Sun Jdk 1.6.0 update1 All All

Application Sun Jdk 1.6.0 update1_b06 All All

Application Sun Jdk 1.6.0 update2 All All

Application Sun Jdk 1.6.0 update_10 All All

Application Sun Jdk 1.6.0 update_11 All All

Application Sun Jdk 1.6.0 update_12 All All

Application Sun Jdk 1.6.0 update_13 All All

Application Sun Jdk 1.6.0 update_14 All All

Application Sun Jdk 1.6.0 update_15 All All

Application Sun Jdk 1.6.0 update_16 All All

Application Sun Jdk 1.6.0 update_17 All All

Application Sun Jdk 1.6.0 update_18 All All

Application Sun Jdk 1.6.0 update_19 All All

Application Sun Jdk 1.6.0 update_20 All All

Application Sun Jdk 1.6.0 update_3 All All

Application Sun Jdk 1.6.0 update_4 All All

Application Sun Jdk 1.6.0 update_5 All All

Application Sun Jdk 1.6.0 update_6 All All

Application Sun Jdk 1.6.0 update_7 All All

Application Sun Jdk All update_21 All All

Application Sun Jre 1.6.0 All All All

Application Sun Jre 1.6.0 update_1 All All

Application Sun Jre 1.6.0 update_10 All All

Application Sun Jre 1.6.0 update_11 All All

Application Sun Jre 1.6.0 update_12 All All

Application Sun Jre 1.6.0 update_13 All All

Application Sun Jre 1.6.0 update_14 All All

Application Sun Jre 1.6.0 update_15 All All

Application Sun Jre 1.6.0 update_16 All All

Application Sun Jre 1.6.0 update_17 All All

Application Sun Jre 1.6.0 update_18 All All
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Application Sun Jre 1.6.0 update_19 All All

Application Sun Jre 1.6.0 update_2 All All

Application Sun Jre 1.6.0 update_20 All All

Application Sun Jre 1.6.0 update_3 All All

Application Sun Jre 1.6.0 update_4 All All

Application Sun Jre 1.6.0 update_5 All All

Application Sun Jre 1.6.0 update_6 All All

Application Sun Jre 1.6.0 update_7 All All

Application Sun Jre 1.6.0 All All All

Application Sun Jre 1.6.0 update_1 All All

Application Sun Jre 1.6.0 update_10 All All

Application Sun Jre 1.6.0 update_11 All All

Application Sun Jre 1.6.0 update_12 All All

Application Sun Jre 1.6.0 update_13 All All

Application Sun Jre 1.6.0 update_14 All All

Application Sun Jre 1.6.0 update_15 All All

Application Sun Jre 1.6.0 update_16 All All

Application Sun Jre 1.6.0 update_17 All All

Application Sun Jre 1.6.0 update_18 All All

Application Sun Jre 1.6.0 update_19 All All

Application Sun Jre 1.6.0 update_2 All All

Application Sun Jre 1.6.0 update_20 All All

Application Sun Jre 1.6.0 update_3 All All

Application Sun Jre 1.6.0 update_4 All All

Application Sun Jre 1.6.0 update_5 All All

Application Sun Jre 1.6.0 update_6 All All

Application Sun Jre 1.6.0 update_7 All All

Application Sun Jre All update_21 All All
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Oracle Java SE and Java for Business Critical Patch Update Advisory - October 2010
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HPSBUX02608 SSRT100333 rev.2 - HP-UX Running Java, Remote Execution of Arbitrary Code, Disclosure of Information, and Other Vulnerabilities - c02616748 - 

Red Hat update for java-1.6.0-ibm - Advisories - Community

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:019
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Zero Day Initiative

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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