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AVNACHAUNC PIPIAP Certain versions of Jdk from Sun contain the following vulnerability:

Unspecified vulnerability in the Networking component in Oracle Java
SE and Java for Business 6 Update 21 and 5.0 Update 25 allows
remote attackers to affect confidentiality, integrity, and availability via
unknown vectors. NOTE: the previous information was obtained from
the October 2010 CPU. Oracle has not commented on claims from a
reliable downstream vendor that this is related to missing validation of
request headers in the HttpURLConnection class when they are set by applets, which allows
remote attackers to bypass the intended security policy.

CVE-2010-3573 has been assigned by ¢ secalert_us@oracle.com to track the vulnerability

CVSS2 Score: (SHEMEDIN) |

Access Access Authentication
Vector Complexity

[ HiGH [NONE_
Confidentiality Integrity Availability
Impact Impact Impact
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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AnnD iactcnintidlesd B Nandatad A% kokakokok,
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Kk kKR k.

cpe:2.3:a:sun:jdk:1.6.0:update_3:*:*:*:*:*:*:

Kk uk kR k.

cpe:2.3:a:sun:jdk:1.6.0:update_4:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:sun:jdk:1.6.0:update_5:*:*:*:*:*:*:

Kk uk oKk k.

cpe:2.3:a:sun:jdk:1.6.0:update_6:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:sun:jdk:1.6.0:update_7:*:*:*:*:*:*:

cpe:2.3:a:sun:jdk:1.5.0:*

dkak kR Rk,

cpe:2.3:a:sun:jdk:1.5.0:updatet :*:*:*:*:*:*:

AkakLk KLk k.

cpe:2.3:a:sun:jdk:1.5.0:update24:*:*:*:*:*:*:



dkakkakkuk.

cpe:2.3:a:sun:jdk:1.5.0:updated:*:*:*:*:*:*:

LRk kR akuk,

cpe:2.3:a:sun:jdk:1.5.0:updated:*:*:*:*:*:*:

LRk kR kuk.

cpe:2.3:a:sun:jdk:1.5.0:updates:*:*:**:*:*:

R

cpe:2.3:a:sun:jdk:1.5.0:update6:*:*:*:*:*:*:

LRk kR akuk,

cpe:2.3:a:sun:jdk:1.5.0:update7:*:*:*:*:*:*:

LRk kR akuk,

cpe:2.3:a:sun:jdk:1.5.0:update8:*:*:*:*:*:*:

LRk kR akak.

cpe:2.3:a:sun:jdk:1.5.0:update9:*:*:*:*:*:*:

cpe:2.3:a:sun:jdk:1.6.0: s

dkak kR ok ak,

cpe:2.3:a:sun:jdk:1.6.0:update2:*:*:*:*:*:*:

dkak kR kak,

cpe:2.3:a:sun:jdk:1.6.0:update_10:":":*:*:*:*:

akLk kKK k.

cpe:2.3:a:sun:jdk:1.6.0:update_3:*:*:*:*:*:*:

kKK kLK k.

cpe:2.3:a:sun:jdk:1.6.0:update_4:*:*:*:*:*:*:

akLk kKK k.

cpe:2.3:a:sun:jdk:1.6.0:update_5:*:*:*:*:*:*:

akakkakukk.

cpe:2.3:a:sun:jdk:1.6.0:update_6:*:*:*:*:*:*:

akLk Lk akLk k.

cpe:2.3:a:sun:jdk:1.6.0:update_7:*:*:*:*:*:*:

dkak Lk okukuk.

cpe:2.3:a:sun:jdk:*:update25:*:*:*:*:*:*:



cpe:2.3:a:sun:jre:1.5.0:
akakakakakok.

cpe:2.3:a:sun;jre:1.5.0:update:*:*:*:*:*:*:

KKKk LKk,

cpe:2.3:a:sun:jre:1.5.0:update10:*:*:*:*:*::

SRk kKR k.

cpe:2.3:a:sun:jre:1.5.0:update12:*:*:*:**::

SRk Lk KKk,

cpe:2.3:a:sun:jre:1.5.0:update13:*:*:*:**:*:

SRk kKR k.

cpe:2.3:a:sun:jre:1.5.0:update14: "

SRk koK kK,

cpe:2.3:a:sun:jre:1.5.0:update15: "

SRk ok KKk,

cpe:2.3:a:sun:jre:1.5.0:update1 7% "

SRk kL Kk k.

cpe:2.3:a:sun;jre:1.5.0:update18:*:*:*:*:*:*:

SRk kL kK ak,

cpe:2.3:a:sun;jre:1.5.0:update19:*:*:*:*:*:*:

cpe:2.3:a:sun;jre:1.5.0:update20:*:*:*:*:*:*:

dkakukokakak.

cpe:2.3:a:sun;jre:1.5.0:update6:*:*:*:*:*:*:

akakukokakak.

cpe:2.3:a:sun;jre:1.5.0:update7:*:*:*:*:*:*:

dkakukakukuk.

cpe:2.3:a:sun;jre:1.5.0:update9:*:*:*:*:*:*:

cpe:2.3:a:sun;jre:1.6.0: %

kKK kKK,

cpe:2.3:a:sun;jre:1.6.0:update_1:*:*:*:*:*:*:

dkak Lk akakak.

cpe:2.3:a:sun;jre:1.6.0:update_10:*:*:*:*:*:*:



dkak kR ukuk.

cpe:2.3:a:sun;jre:1.6.0:update_11:*:*:*:*:*:*:

dkak kR ukuk.

cpe:2.3:a:sun;jre:1.6.0:update_12:*:*:*:*:*:*:

dkak Lk akak k.

cpe:2.3:a:sun:jre:1.6.0:update_16:*:*:*:*:*:*:

dkakak ok akak.

cpe:2.3:a:sun:jre:1.6.0:update_17:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a:sun:jre:1.6.0:update_18:*:*:*:*:*:*:

dkak kR ok ak,

cpe:2.3:a:sun:jre:1.6.0:update_19:*:*:*:*:*:*:

Rk kR akak.

cpe:2.3:a:sun:jre:1.6.0:update_20:*:*:*:*:*:*:

SRk kL Kk k.

cpe:2.3:a:sun;jre:1.6.0:update_3:*:*:*:*:*:*:

ARk LKL KKk,

cpe:2.3:a:sun;jre:1.5.0:update13:*:*:*:*:*:*:

Rk LK LKLk Lk,

cpe:2.3:a:sun;jre:1.5.0:update14:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:sun;jre:1.5.0:update15:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:sun;jre:1.5.0:update17:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:sun;jre:1.5.0:update18:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:sun;jre:1.5.0:update19:*:*:*:*:*:*:

dkak Lk akukuk.

cpe:2.3:a:sun;jre:1.5.0:update2:*:*:*:*:*:*:



Kk kKKK,

cpe:2.3:a:sun:jre:1.5.0:update20:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:sun;jre:1.5.0:update21 :*:*:*:*:*:*:

Rk kR kak.

cpe:2.3:a:sun:jre:1.5.0:update3:*:*:**:*:*:

dkak kR ok uk.

cpe:2.3:a:sun:jre:1.5.0:updated:*:*:*:*:*:*:

kakakakakak.

cpe:2.3:a:sun;jre:1.5.0:update8:*:*:*:*:*:*:

kakakakakak.

cpe:2.3:a:sun;jre:1.5.0:update9:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:

akakukkakak.

cpe:2.3:a:sun;jre:1.6.0:update_16:*:*:*:":*:*:

dkakakkakak.

cpe:2.3:a:sun;jre:1.6.0:update_17::*:*:*:*:*:

dkak Lk kakak.

cpe:2.3:a:sun;jre:1.6.0:update_18:*:*:*:*:*:*:

dkakakkakak.

cpe:2.3:a:sun;jre:1.6.0:update_19:*:*:*:*:*:*:

dkak Lk akukuk.

cpe:2.3:a:sun;jre:1.6.0:update_20:*:*:*:*:*:*:

kKK LKLk k.

cpe:2.3:a:sun:jre:1.6.0:update_3:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:sun;jre:1.6.0:update_4:*:*:*:*:*:*:



cpe:2.3:a:sun:jre:1.6.0:update_5:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_6:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:update_7:*:*:*:**::

cpe:2.3:a:sun:jre:*:update_21: "

No vendor comments have been submitted for this CVE
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