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Summary

CVE CVE-2010-3616

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-12-17 19:00:00 UTC

Updated 2011-01-19 07:00:00 UTC

Description ISC DHCP server 4.2 before 4.2.0-P2, when configured to use failover partnerships, allows remote attackers to cause a denial of service (communications-interrupted state and DHCP client service loss) by connecting to a port that is only intended for a failover peer, as demonstrated by a Nagios check_tcp process check to TCP port 520.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Isc Dhcp 4.2.0 All All All

Application Isc Dhcp 4.2.0 p1 All All

Application Isc Dhcp 4.2.0 All All All

Application Isc Dhcp 4.2.0 p1 All All
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ISC DHCP Failover Peer Denial of Service Vulnerability - Advisories - Community SECUNIA secunia.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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