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Summary

CVE CVE-2010-3703

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-11-05 18:00:00 UTC

Updated 2011-01-22 06:43:00 UTC

Description The PostScriptFunction::PostScriptFunction function in poppler/Function.cc in the PDF parser in poppler 0.8.7 and possibly other versions up to 0.15.1, and possibly other products, allows context-dependent attackers to cause a denial of service (crash) via a PDF file that triggers an uninitialized pointer dereference.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Poppler Poppler 0.10.0 All All All

Application Poppler Poppler 0.10.1 All All All

Application Poppler Poppler 0.10.2 All All All

Application Poppler Poppler 0.10.3 All All All

Application Poppler Poppler 0.10.4 All All All

Application Poppler Poppler 0.10.5 All All All

Application Poppler Poppler 0.10.6 All All All

Application Poppler Poppler 0.10.7 All All All

Application Poppler Poppler 0.11.0 All All All

Application Poppler Poppler 0.11.1 All All All

Application Poppler Poppler 0.11.2 All All All

Application Poppler Poppler 0.11.3 All All All

Application Poppler Poppler 0.12.0 All All All

Application Poppler Poppler 0.12.1 All All All

Application Poppler Poppler 0.12.2 All All All

Application Poppler Poppler 0.12.3 All All All

Application Poppler Poppler 0.12.4 All All All
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Application Poppler Poppler 0.12.4 All All All

Application Poppler Poppler 0.13.0 All All All

Application Poppler Poppler 0.13.1 All All All

Application Poppler Poppler 0.13.2 All All All

Application Poppler Poppler 0.13.3 All All All

Application Poppler Poppler 0.13.4 All All All

Application Poppler Poppler 0.14.0 All All All

Application Poppler Poppler 0.14.1 All All All

Application Poppler Poppler 0.14.2 All All All

Application Poppler Poppler 0.14.3 All All All

Application Poppler Poppler 0.14.4 All All All

Application Poppler Poppler 0.14.5 All All All

Application Poppler Poppler 0.15.0 All All All

Application Poppler Poppler 0.15.1 All All All

Application Poppler Poppler 0.8.7 All All All

Application Poppler Poppler 0.9.0 All All All

Application Poppler Poppler 0.9.1 All All All

Application Poppler Poppler 0.9.2 All All All

Application Poppler Poppler 0.9.3 All All All

Application Poppler Poppler 0.10.0 All All All

Application Poppler Poppler 0.10.1 All All All

Application Poppler Poppler 0.10.2 All All All

Application Poppler Poppler 0.10.3 All All All

Application Poppler Poppler 0.10.4 All All All

Application Poppler Poppler 0.10.5 All All All

Application Poppler Poppler 0.10.6 All All All

Application Poppler Poppler 0.10.7 All All All

Application Poppler Poppler 0.11.0 All All All

Application Poppler Poppler 0.11.1 All All All

Application Poppler Poppler 0.11.2 All All All

Application Poppler Poppler 0.11.3 All All All

Application Poppler Poppler 0.12.0 All All All

Application Poppler Poppler 0.12.1 All All All

Application Poppler Poppler 0.12.2 All All All

Application Poppler Poppler 0.12.3 All All All

Application Poppler Poppler 0.12.4 All All All
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Application Poppler Poppler 0.13.0 All All All

Application Poppler Poppler 0.13.1 All All All

Application Poppler Poppler 0.13.2 All All All

Application Poppler Poppler 0.13.3 All All All

Application Poppler Poppler 0.13.4 All All All

Application Poppler Poppler 0.14.0 All All All

Application Poppler Poppler 0.14.1 All All All

Application Poppler Poppler 0.14.2 All All All

Application Poppler Poppler 0.14.3 All All All

Application Poppler Poppler 0.14.4 All All All

Application Poppler Poppler 0.14.5 All All All

Application Poppler Poppler 0.15.0 All All All

Application Poppler Poppler 0.15.1 All All All

Application Poppler Poppler 0.8.7 All All All

Application Poppler Poppler 0.9.0 All All All

Application Poppler Poppler 0.9.1 All All All

Application Poppler Poppler 0.9.2 All All All

Application Poppler Poppler 0.9.3 All All All

References

Reference Source Link

Security Alerts - Secunia SECUNIA secunia.com

poppler/poppler - The poppler pdf rendering library (mirrored from https://gitlab.freedesktop.org/poppler/poppler) CONFIRM cgit.freedesktop.org

Support / Security / Advisories / / MDVSA-2010:231 | Mandriva MANDRIVA www.mandriva.com

[SECURITY] Fedora 12 Update: poppler-0.12.4-5.fc12 FEDORA lists.fedoraproject.org

[SECURITY] Fedora 13 Update: poppler-0.12.4-6.fc13 FEDORA lists.fedoraproject.org

[SECURITY] Fedora 14 Update: poppler-0.14.4-1.fc14 FEDORA lists.fedoraproject.org

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:024 SUSE lists.opensuse.org

USN-1005-1: poppler vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

oss-security - Re: CVE requests: Poppler, Quassel, Pyfribidi, Overkill, DocUtils, FireGPG, Wireshark MLIST www.openwall.com

Support REDHAT www.redhat.com

The Slackware Linux Project: Slackware Security Advisories SLACKWARE slackware.com

Bug 639356 – CVE-2010-3703 poppler: use of initialized pointer in PostScriptFunction CONFIRM bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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