VE-2010-3704

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2010-3704
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2010-11-05 18:00:00 UTC
Updated 2019-03-06 16:30:00 UTC

Description The FoFiType1::parse function in fofi/FoFiType1.cc in the PDF parser in xpdf before 3.02pl5, poppler 0.8.7 and possibly otk
‘ i

/ |

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Foolabs Xpdf 0.5a All All All
Application Foolabs Xpdf 0.7a All All All
Application Foolabs Xpdf 0.91a All All All
Application Foolabs Xpdf 0.91b All All All
Application Foolabs Xpdf 0.91c All All All
Application Foolabs Xpdf 0.92a All All All
Application Foolabs Xpdf 0.92b All All All
Application Foolabs Xpdf 0.92c All All All
Application Foolabs Xpdf 0.92d All All All
Application Foolabs Xpdf 0.92e All All All
Application Foolabs Xpdf 0.93a All All All
Application Foolabs Xpdf 0.93b All All All
Application Foolabs Xpdf 0.93c All All All
Application Foolabs Xpdf 1.00a All All All
Application Foolabs Xpdf 3.0.1 All All All
Application Foolabs Xpdf 3.02pl1 All All All
Application Foolabs Xpdf 3.02pl2 All All All
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http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://www.redhat.com/support/errata/RHSA-2010-0749.html
http://www.securityfocus.com/bid/43841
http://secunia.com/advisories/42357
http://secunia.com/advisories/42691
http://cgit.freedesktop.org/poppler/poppler/commit/?id=39d140bfc0b8239bdd96d6a55842034ae5c05473
http://secunia.com/advisories/43079
http://lists.fedoraproject.org/pipermail/package-announce/2010-November/050268.html
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Support / Security / Advisories / / MDVSA-2010:230 | Mandriva
Support / Security / Advisories / / MDVSA-2010:231 | Mandriva
[SECURITY] Fedora 12 Update: poppler-0.12.4-5.fc12

[SECURITY] Fedora 13 Update: poppler-0.12.4-6.fc13
rhn.redhat.com | Red Hat Support

[SECURITY] Fedora 14 Update: poppler-0.14.4-1.fc14
CVE-2010-3702

Fedora update for xpdf - Secunia.com

rhn.redhat.com | Red Hat Support

Support / Security / Advisories / / MDVSA-2010:229 | Mandriva
Support / Security / Advisories / / MDVSA-2010:228 | Mandriva
[security-announce] SUSE Security Summary Report: SUSE-SR:2010:024
[SECURITY] Fedora 12 Update: xpdf-3.02-16.fc12

[SECURITY] Fedora 13 Update: xpdf-3.02-16.fc13

USN-1005-1: poppler vulnerabilities | Ubuntu

rhn.redhat.com | Red Hat Support

Debian -- Security Information -- DSA-2135-1 xpdf

Support / Security / Advisories / / MDVSA-2012:144 | Mandriva

SUSE Update for Multiple Packages - Secunia.com

638960 — (CVE-2010-3704) CVE-2010-3704 xpdf: array indexing error in FoFiType1::parse()

oss-security - Re: CVE requests: Poppler, Quassel, Pyfribidi, Overkill, DocUtils, FireGPG, Wireshark

ftp.foolabs.com/pub/xpdf/xpdf-3.02pl5.patch

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:022
Debian -- Security Information -- DSA-2119-1 poppler

Support

The Slackware Linux Project: Slackware Security Advisories

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.


http://rhn.redhat.com/errata/RHSA-2012-1201.html
http://www.vupen.com/english/advisories/2010/2897
http://www.mandriva.com/security/advisories?name=MDVSA-2010:230
http://www.mandriva.com/security/advisories?name=MDVSA-2010:231
http://lists.fedoraproject.org/pipermail/package-announce/2010-October/049545.html
http://lists.fedoraproject.org/pipermail/package-announce/2010-October/049523.html
http://www.redhat.com/support/errata/RHSA-2010-0751.html
http://lists.fedoraproject.org/pipermail/package-announce/2010-October/049392.html
http://www.openoffice.org/security/cves/CVE-2010-3702_CVE-2010-3704.html
http://secunia.com/advisories/42141
http://www.redhat.com/support/errata/RHSA-2010-0753.html
http://www.mandriva.com/security/advisories?name=MDVSA-2010:229
http://www.mandriva.com/security/advisories?name=MDVSA-2010:228
http://lists.opensuse.org/opensuse-security-announce/2010-12/msg00006.html
http://lists.fedoraproject.org/pipermail/package-announce/2010-November/050390.html
http://lists.fedoraproject.org/pipermail/package-announce/2010-November/050285.html
http://www.ubuntu.com/usn/USN-1005-1
http://www.redhat.com/support/errata/RHSA-2010-0752.html
http://www.debian.org/security/2010/dsa-2135
http://www.mandriva.com/security/advisories?name=MDVSA-2012:144
http://secunia.com/advisories/42397
https://bugzilla.redhat.com/show_bug.cgi?id=638960
http://www.openwall.com/lists/oss-security/2010/10/04/6
ftp://ftp.foolabs.com/pub/xpdf/xpdf-3.02pl5.patch
http://lists.opensuse.org/opensuse-security-announce/2010-11/msg00006.html
http://www.debian.org/security/2010/dsa-2119
http://www.redhat.com/support/errata/RHSA-2010-0859.html
http://slackware.com/security/viewer.php?l=slackware-security&y=2010&m=slackware-security.571720
http://www.vupen.com/english/advisories/2011/0230
http://www.vupen.com/english/advisories/2010/3097
https://www.cve.org/CVERecord?id=CVE-2010-3704
https://nvd.nist.gov/vuln/detail/CVE-2010-3704
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