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CVE-2010-3708

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AUNACUAUNCPILPIAP Certain versions of Jboss Enterprise Application Platform from Redhat
’ contain the following vulnerability:

The serialization implementation in JBoss Drools in Red Hat JBoss
Enterprise Application Platform (aka JBoss EAP or JBEAP) 4.3 before
4.3.0.CP09 and JBoss Enterprise SOA Platform 4.2 and 4.3 supports
the embedding of class files, which allows remote attackers to execute
arbitrary code via a crafted static initializer.

CVE-2010-3708 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

rhn.redhat.com | Red Hat Support & REDHAT RHSA-2010:0940

text/html

rhn.redhat.com | Red Hat Support & REDHAT RHSA-2010:0938

www.redhat.com

633859 — (CVE-2010-3708) CVE-2010-3708 JBoss drools deserialization remote ) CONFIRM
code execution bugzilla.redhat.com/show_bug.cgi?
id=633859

rhn.redhat.com | Red Hat Support & REDHAT RHSA-2010:0937

text/html



https://cve.report/
https://cve.report/CVE-2010-3708/mitre
https://cve.report/CVE-2010-3708/nist
https://cve.report/CVE-2010-3708/cve_org
https://cve.report/CVE-2010-3708.pdf
http://cve.report/software/redhat/jboss_enterprise_application_platform
http://cve.report/vendor/redhat
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.redhat.com/support/errata/RHSA-2010-0940.html
http://www.redhat.com/support/errata/RHSA-2010-0938.html
https://bugzilla.redhat.com/show_bug.cgi?id=633859
http://www.redhat.com/support/errata/RHSA-2010-0937.html

rhn.redhat.com | Red Hat Support & REDHAT RHSA-2010:0939

text/html

Security Tracker: JBoss Enterprise Application Platform Bugs Let Remote Users T) SECTRACK 1024813
Execute Arbitrary Code, Deny Service, and Conduct Cross-Site Request Forgery
Attacks

Login server redirect & MISC
issues.jboss.org/browse/SOA-2319

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Jboss Enterprise Application Platform 4.3.0 All All All
Application Redhat Jboss Enterprise Application Platform 4.3.0 cp01 All All
Application Redhat Jboss Enterprise Application Platform 4.3.0 cp02 All All
Application Redhat Jboss Enterprise Application Platform 4.3.0 cp03 All All
Application Redhat Jboss Enterprise Application Platform 4.3.0 cp04 All All
Application Redhat Jboss Enterprise Application Platform 4.3.0 cp05 All All
Application Redhat Jboss Enterprise Application Platform 4.3.0 cp06 All All
Application Redhat Jboss Enterprise Application Platform 4.3.0 cp07 All All
Application Redhat Jboss Enterprise Application Platform 4.3.0 cp08 All All
Application Redhat Jboss Enterprise Application Platform 4.3.0 All All All
Application Redhat Jboss Enterprise Application Platform 4.3.0 cp01 All All
Application Redhat Jboss Enterprise Application Platform 4.3.0 cp02 All All
Application Redhat Jboss Enterprise Application Platform 4.3.0 cp03 All All
Application Redhat Jboss Enterprise Application Platform 4.3.0 cp04 All All
Application Redhat Jboss Enterprise Application Platform 4.3.0 cp05 All All
Application Redhat Jboss Enterprise Application Platform 4.3.0 cp06 All All
Application Redhat Jboss Enterprise Application Platform 4.3.0 cp07 All All
Application Redhat Jboss Enterprise Application Platform 4.3.0 cp08 All All
Application Redhat Jboss Enterprise Soa Platform 4.2.0 All All All
Application Redhat Jboss Enterprise Soa Platform 4.2.0 cpO1 All All
Application Redhat Jboss Enterprise Soa Platform 4.2.0 cp02 All All

Application Redhat Jboss Enterprise Soa Platform 4.2.0 cp03 All All
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cpe:2.3:a:redhat:jboss_enterprise_soa_platform:4.3.0:cp04:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—

© CVE.report 2023 B [\] |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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