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Summary

CVE CVE-2010-3714

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-10-25 20:01:00 UTC

Updated 2012-06-01 03:33:00 UTC

Description The jumpUrl (aka access tracking) implementation in tslib/class.tslib_fe.php in TYPO3 4.2.x before 4.2.15, 4.3.x before 4.3.7, and 4.4.x before 4.4.4 does not properly compare certain hash values during access-control decisions, which allows remote attackers to read arbitrary files via unspecified vectors.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Typo3 Typo3 4.2.0 All All All

Application Typo3 Typo3 4.2.1 All All All

Application Typo3 Typo3 4.2.10 All All All

Application Typo3 Typo3 4.2.11 All All All

Application Typo3 Typo3 4.2.12 All All All

Application Typo3 Typo3 4.2.13 All All All

Application Typo3 Typo3 4.2.14 All All All

Application Typo3 Typo3 4.2.2 All All All

Application Typo3 Typo3 4.2.3 All All All

Application Typo3 Typo3 4.2.4 All All All

Application Typo3 Typo3 4.2.5 All All All

Application Typo3 Typo3 4.2.6 All All All

Application Typo3 Typo3 4.2.7 All All All

Application Typo3 Typo3 4.2.8 All All All

Application Typo3 Typo3 4.2.9 All All All

Application Typo3 Typo3 4.3.0 All All All

Application Typo3 Typo3 4.3.1 All All All
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Application Typo3 Typo3 4.3.1 All All All

Application Typo3 Typo3 4.3.2 All All All

Application Typo3 Typo3 4.3.3 All All All

Application Typo3 Typo3 4.3.4 All All All

Application Typo3 Typo3 4.3.5 All All All

Application Typo3 Typo3 4.3.6 All All All

Application Typo3 Typo3 4.4 All All All

Application Typo3 Typo3 4.4.1 All All All

Application Typo3 Typo3 4.4.2 All All All

Application Typo3 Typo3 4.4.3 All All All

Application Typo3 Typo3 4.2.0 All All All

Application Typo3 Typo3 4.2.1 All All All

Application Typo3 Typo3 4.2.10 All All All

Application Typo3 Typo3 4.2.11 All All All

Application Typo3 Typo3 4.2.12 All All All

Application Typo3 Typo3 4.2.13 All All All

Application Typo3 Typo3 4.2.14 All All All

Application Typo3 Typo3 4.2.2 All All All

Application Typo3 Typo3 4.2.3 All All All

Application Typo3 Typo3 4.2.4 All All All

Application Typo3 Typo3 4.2.5 All All All

Application Typo3 Typo3 4.2.6 All All All

Application Typo3 Typo3 4.2.7 All All All

Application Typo3 Typo3 4.2.8 All All All

Application Typo3 Typo3 4.2.9 All All All

Application Typo3 Typo3 4.3.0 All All All

Application Typo3 Typo3 4.3.1 All All All

Application Typo3 Typo3 4.3.2 All All All

Application Typo3 Typo3 4.3.3 All All All

Application Typo3 Typo3 4.3.4 All All All

Application Typo3 Typo3 4.3.5 All All All

Application Typo3 Typo3 4.3.6 All All All

Application Typo3 Typo3 4.4 All All All

Application Typo3 Typo3 4.4.1 All All All

Application Typo3 Typo3 4.4.2 All All All

Application Typo3 Typo3 4.4.3 All All All
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References

Reference Source

Debian -- Security Information -- DSA-2121-1 typo3-src DEBIAN

TYPO3 Unauthenticated Arbitrary File Retrieval EXPLOIT-DB

TYPO3 - the Enterprise Open Source CMS: TYPO3 Security Bulletin TYPO3-SA-2010-020: Multiple vulnerabilities in TYPO3 Core CONFIRM

TYPO3 Core TYPO3-SA-2010-020 Multiple Security Vulnerabilities BID

Nibble Security: TYPO3-SA-2010-020, TYPO3-SA-2010-022 explained MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

997157 PHP (Composer) Security Update for typo3/cms (GHSA-w736-qv86-vq94)
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