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AVLACUAUNCCICAC Certain versions of Db2 from Ibom contain the following vulnerability:

The Engine Utilities component in IBM DB2 UDB 9.5 before FP6a uses
world-writable permissions for the sqllib/cfg/db2sprf file, which might
allow local users to gain privileges by modifying this file.

CVE-2010-3733 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.2-HIGH

Access Access Authentication
Vector Complexity
Low (NONE_
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link

23 CONFIRM public.dhe.ibm.com/ps/products/db2/fixes/english-
us/aparlist/db2_v95/APARLIST.TXT

1268463: UNIX: DB2SPRF HAS INCORRECT o AIXAPAR 1268463
PERMISSIONS
Repository / Oval Repository () OVAL oval:org.mitre.oval:def:14707

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Ibm Db2 9.5 All All All
Application Ibm Db2 9.5 fp1 All All
Application Ibm Db2 9.5 fp2 All All
Application Ibm Db2 9.5 fp2a All All
Application Ibm Db2 9.5 fp3 All All
Application lom Db2 9.5 fp3a All All
Application Ibm Db2 9.5 fp3b All All
Application lom Db2 9.5 fp4 All All
Application Ibm Db2 9.5 fpda All All
Application Ibom Db2 9.5 fp5 All All
Application Ibm Db2 9.5 All All All
Application Ibom Db2 9.5 fp1 All All
Application Ibm Db2 9.5 fp2 All All
Application lbom Db2 9.5 fp2a All All
Application Ibm Db2 9.5 fp3 All All
Application Ibom Db2 9.5 fp3a All All
Application Ibm Db2 9.5 fp3b All All
Application Ibm Db2 9.5 fp4 All All
Application Ibm Db2 9.5 fpda All All
Application Ibm Db2 9.5 fp5 All All

cpe:2.3:a:ibm:db2:9.5:% "

cpe:2.3:a:ibm:db2:9.5:fp 1 "

cpe:2.3:a:ibm:db2:9.5:fp2:* " "

cpe:2.3:a:ibm:db2:9.5:fp2a: " "

cpe:2.3:a:ibm:db2:9.5:fp3:* "

cpe:2.3:a:ibm:db2:9.5:fp3a: "

cpe:2.3:a:ibm:db2:9.5:fp3b: "

cpe:2.3:a:ibm:db2:9.5:fp4:***

cpe:2.3:a:ibm:db2:9.5:fpda: "

ARAD Qiacilhm AR Q BfnR Kok ok okokok,


http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2

UMG.C.0. A IVTNTLUNG . DUV o s e e

cpe:2.3:a:ibm:db2:9.5:%**

No vendor comments have been submitted for this CVE
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