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CVE CVE-2010-3741
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2010-10-05 18:00:00 UTC
Updated 2017-09-19 01:31:00 UTC
Description The offline backup mechanism in Research In Motion (RIM) BlackBerry Desktop Software uses single-iteration PBKDF2, w!

1|

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Rim Blackberry Desktop Software All All All
Application Rim Blackberry Desktop Software All All All

Language
All

All

References

Reference Source
ElcomSoft na Twitterze: "ElcomSoft Breaks BlackBerry Backups http://tinyurl.com/36rd457" MISC
BlackBerry's Encryption Hacked; Backups Now a Risk - Slashdot MISC

Smartphone Forensics: Cracking BlackBerry Backup Passwords « Advanced Password Cracking — Insight MISC

Repository / Oval Repository OVAL
You can no longer rely on encryption to protect a BlackBerry | Mobile device management - InfoWorld MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

1] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Link

twitter.com
it.slashdot.org
blog.crackpassword
oval.cisecurity.org
www.infoworld.com
wWww.cve.org

nvd.nist.gov
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https://cve.report/
https://cve.report/CVE-2010-3741/mitre
https://cve.report/CVE-2010-3741/nist
https://cve.report/CVE-2010-3741/cve_org
https://cve.report/CVE-2010-3741.pdf
http://cve.report/vendor/rim
http://cve.report/software/rim/blackberry_desktop_software
http://cve.report/vendor/rim
http://cve.report/software/rim/blackberry_desktop_software
http://twitter.com/elcomsoft/statuses/25954970586
http://it.slashdot.org/story/10/10/01/166226/
http://blog.crackpassword.com/2010/09/smartphone-forensics-cracking-blackberry-backup-passwords/
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A7360
http://www.infoworld.com/t/mobile-device-management/you-can-no-longer-rely-encryption-protect-blackberry-436
https://www.cve.org/CVERecord?id=CVE-2010-3741
https://nvd.nist.gov/vuln/detail/CVE-2010-3741
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