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CVE CVE-2010-3762
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-10-05 22:00:00 UTC
Updated 2018-10-10 20:05:00 UTC
Description ISC BIND before 9.7.2-P2, when DNSSEC validation is enabled, does not properly handle certain bad signatures if multiple
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Isc Bind All p2 All All
Reference

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Debian -- Security Information -- DSA-2130-1 bind9

Security Advisories | Mandriva Linux

[Security-announce] VMSA-2011-0004 VMware ESX/ESXi SLPD denial of service vulnerability and ESX third party updates for Service Consc
ASA-2011-004 (RHSA-2010-0976)

SecurityFocus

VMSA-2011-0004

access.redhat.com

Introduction

ISC BIND 9 DNSSEC Validation Remote Denial of Service Vulnerability
CVE Program record

NVD vulnerability detail
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https://cve.report/
https://cve.report/CVE-2010-3762/mitre
https://cve.report/CVE-2010-3762/nist
https://cve.report/CVE-2010-3762/cve_org
https://cve.report/api/cve/CVE-2010-3762.json
https://cve.report/CVE-2010-3762.pdf
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://www.vupen.com/english/advisories/2011/0606
http://www.debian.org/security/2010/dsa-2130
http://www.mandriva.com/security/advisories?name=MDVSA-2010:253
http://lists.vmware.com/pipermail/security-announce/2011/000126.html
http://support.avaya.com/css/P8/documents/100124923
http://www.securityfocus.com/archive/1/516909/100/0/threaded
http://www.vmware.com/security/advisories/VMSA-2011-0004.html
http://www.redhat.com/support/errata/RHSA-2010-0976.html
http://ftp.isc.org/isc/bind9/9.7.2-P2/RELEASE-NOTES-BIND-9.7.2-P2.html
http://www.securityfocus.com/bid/45385
https://www.cve.org/CVERecord?id=CVE-2010-3762
https://nvd.nist.gov/vuln/detail/CVE-2010-3762

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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