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CVE-2010-3766

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2010-3766

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2010-12-10 19:00:00 UTC

2017-09-19 01:31:00 UTC

Use-after-free vulnerability in Mozilla Firefox before 3.5.16 and 3.6.x before 3.6.13, and SeaMonkey before 2.0.11, allows r

| 1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Mozilla Firefox 1.0 All All All
Mozilla Firefox 1.0 preview_release All All
Mozilla Firefox 1.0.1 All All All
Mozilla Firefox 1.0.2 All All All
Mozilla Firefox 1.0.3 All All All
Mozilla Firefox 1.0.4 All All All
Mozilla Firefox 1.0.5 All All All
Mozilla Firefox 1.0.6 All All All
Mozilla Firefox 1.0.7 All All All
Mozilla Firefox 1.0.8 All All All
Mozilla Firefox 1.5 All All All
Mozilla Firefox 1.5 betal All All
Mozilla Firefox 1.5 beta2 All All
Mozilla Firefox 1.5.0.1 All All All
Mozilla Firefox 1.5.0.10 All All All
Mozilla Firefox 1.5.0.11 All All All
Mozilla Firefox 1.5.0.12 All All All
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CVE Program record

NVD vulnerability detail

1]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

590771 — (CVE-2010-3766) nsDOMAttribute MutationObserver Remote Code Execution Vulnerability (ZDI-CAN-898)

Source

SECUNIA

FEDORA

MANDRIVA

SECUNIA

REDHAT

CONFIRM

MISC

BID

SECTRACK

FEDORA

CONFIRM

OVAL

VUPEN

FEDORA

FEDORA

SUSE

CONFIRM

UBUNTU

CVE.ORG

NVD

Link

secuni
lists.fec
WWW.IT
secunit
WWW.Te
WWW.IT
WWW.Z(
WWW. St
WWW. S
lists.fec
suppor
oval.cis
WWW.VI
lists.fec
lists.fec
lists.op
bugzille
www.u

WWW.C'

nvd.nis



http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://secunia.com/advisories/42818
http://lists.fedoraproject.org/pipermail/package-announce/2010-December/052504.html
http://www.mandriva.com/security/advisories?name=MDVSA-2010:251
http://secunia.com/advisories/42716
http://www.redhat.com/support/errata/RHSA-2010-0966.html
http://www.mozilla.org/security/announce/2010/mfsa2010-80.html
http://www.zerodayinitiative.com/advisories/ZDI-10-264/
http://www.securityfocus.com/bid/45326
http://www.securitytracker.com/id?1024848
http://lists.fedoraproject.org/pipermail/package-announce/2010-December/052022.html
http://support.avaya.com/css/P8/documents/100124650
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A12649
http://www.vupen.com/english/advisories/2011/0030
http://lists.fedoraproject.org/pipermail/package-announce/2010-December/052032.html
http://lists.fedoraproject.org/pipermail/package-announce/2010-December/052502.html
http://lists.opensuse.org/opensuse-security-announce/2011-01/msg00002.html
https://bugzilla.mozilla.org/show_bug.cgi?id=590771
http://www.ubuntu.com/usn/USN-1019-1
https://www.cve.org/CVERecord?id=CVE-2010-3766
https://nvd.nist.gov/vuln/detail/CVE-2010-3766
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