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CVE-2010-3767

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCCICAC Certain versions of Firefox from Mozilla contain the following
’ vulnerability:

Integer overflow in the NewldArray function in Mozilla Firefox before
3.5.16 and 3.6.x before 3.6.13, and SeaMonkey before 2.0.11, allows
remote attackers to execute arbitrary code via a JavaScript array with
many elements.

CVE-2010-3767 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 9.3-HIGH
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Vector Complexity
[ NN
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
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[SECURITY] Fedora 14 Update: seamonkey-2.0.11-1.fc14 FEDORA FEDORA-2010-18920
Support & REDHAT RHSA-2010:0968
Support / Security / Advisories / / MDVSA-2010:251 | & MANDRIVA MDVSA-2010:251
Mandriva
Fedora update for seamonkey - Advisories - Community { SECUNIA 42716
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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Application Mozilla Seamonkey
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Application Mozilla Seamonkey
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Application Mozilla Seamonkey
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Application Mozilla Seamonkey
Application Mozilla Seamonkey

akLk kKKK Lk,

cpe:2.3:a:mozilla:firefox:1.0:*:

Skuk Lk kkak.

cpe:2.3:a:mozilla:firefox:1.0:preview_release:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.0.1:*:* %

cpe:2.3:a:mozilla:firefox:1.0.2: ™

cpe:2.3:a:mozilla:firefox:1.0.3: ™

cpe:2.3:a:mozilla:firefox:1.0.4: ™

cpe:2.3:a:mozilla:firefox:1.0.5: ™

cpe:2.3:a:mozilla:firefox:1.0.6: " *:

cpe:2.3:a:mozilla:firefox:1.0.7: ™

cpe:2.3:a:mozilla:firefox:1.0.8:****:*:*:

Kk kKK oKk,

cpe:2.3:a:mozilla:firefox:1.5:**** "

Skakakakkak,

cpe:2.3:a:mozilla:firefox:1.5:betal **:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.5.0.1: %

2.0

2.0

2.0

2.0

2.0

2.0

2.0

2.0

2.0.1

2.0.10

2.0.2

2.0.3

2.04

2.0.5

2.0.6

2.0.7

2.0.8

2.0.9

All
alpha_1
alpha_2
alpha_3
beta_1
beta_2
rcl

rc2

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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cpe:2.3:a:mozilla:firefox:1.5.0.2:* %"

cpe:2.3:a:mozilla:firefox:1.5.0.3:*: """

cpe:2.3:a:mozilla:firefox:1.5.0.4:*:%* "

cpe:2.3:a:mozilla:firefox:1.5.0.5:*% "

cpe:2.3:a:mozilla:firefox:1.5.0.6:*:* "

cpe:2.3:a:mozilla:firefox:1.5.0. 7% "

cpe:2.3:a:mozilla:firefox:1.5.0.8:*:* "

cpe:2.3:a:mozilla:firefox:1.5.0.9:*: "

cpe:2.3:a:mozilla:firefox:1.5.1: % "

cpe:2.3:a:mozilla:firefox:1.5.2:*:* " *:

cpe:2.3:a:mozilla:firefox:1.5.3:*:* 7 :*:

cpe:2.3:a:mozilla:firefox:1.5.4:*:*****:*:

cpe:2.3:a:mozilla:firefox:1.5.5:*****:*:*:

cpe:2.3:a:mozilla:firefox:1.5.6:*:****:*:*:

cpe:2.3:a:mozilla:firefox:1.5.7: ™

cpe:2.3:a:mozilla:firefox:1.5.8: 7 *:*:

Kk kKK kLK,

cpe:2.3:a:mozilla:firefox:2.0:*:****

cpe:2.3:a:mozilla:firefox:2.0.0.1: ™

Kk koK kR ak,

cpe:2.3:a:mozilla:firefox:2.0.0.10:* "

Kk kKRR k.

cpe:2.3:a:mozilla:firefox:2.0.0.12:* " *:

Kk kKR kK,

cpe:2.3:a:mozilla:firefox:2.0.0.13:* 7 :**:



cpe:2.3:a:mozilla:firefox:2.0.0.3:*:*:*: "

cpe:2.3:a:mozilla:firefox:2.0.0.4:*:*:*: "

cpe:2.3:a:mozilla:firefox:2.0.0.5:*:* "

I

cpe:2.3:a:mozilla:firefox:2.0.0.6:*:

cpe:2.3:a:mozilla:firefox:2.0.0.7:* %"

cpe:2.3:a:mozilla:firefox:2.0.0.8:*: " ::

cpe:2.3:a:mozilla:firefox:2.0.0.9:*:* "

cpe:2.3:a:mozilla:firefox:3.0:*: "
akak ok kakakak.

cpe:2.3:a:mozilla:firefox:3.0.1:*:

ARk kR kR k.

cpe:2.3:a:mozilla:firefox:3.0.10:***:**

ARk kR kLR ok,

cpe:2.3:a:mozilla:firefox:3.0.11 %%

ARk kR kR k.

cpe:2.3:a:mozilla:firefox:3.0.13:*:**:

ARk Lk kR Rk,

cpe:2.3:a:mozilla:firefox:3.0. 14

akak kR kR k.

cpe:2.3:a:mozilla:firefox:3.0.15:

ARk Rk kR k.

cpe:2.3:a:mozilla:firefox:3.0.16:*:*:**:**::

cpe:2.3:a:mozilla:firefox:3.0.2: " *:
cpe:2.3:a:mozilla:firefox:3.0.3: " *:
cpe:2.3:a:mozilla:firefox:3.0.4: "™
cpe:2.3:a:mozilla:firefox:3.0.5:****:*:*:
cpe:2.3:a:mozilla:firefox:3.0.6: " *:

cpe:2.3:a:mozilla:firefox:3.0.7:*****:*:

cpe:2.3:a:mozilla:firefox:3.0.8:****:*:*:



cpe:2.3:a:mozilla:firefox:3.0.9:*:*:*:* "

cpe:2.3:a:mozilla:firefox:3.5:*:* "

cpe:2.3:a:mozilla:firefox:3.5.1: %" "

akLkak ok kakk,

cpe:2.3:a:mozilla:firefox:3.5. 14 % "

cpe:2.3:a:mozilla:firefox:3.5.2:*:* " *:

cpe:2.3:a:mozilla:firefox:3.5.3:*:* "

cpe:2.3:a:mozilla:firefox:3.5.4:* 7 :*:

cpe:2.3:a:mozilla:firefox:3.5.5:*:* 7 *:*:

cpe:2.3:a:mozilla:firefox:3.5.6:*:* 7 :*:*:

cpe:2.3:a:mozilla:firefox:3.5.7: % :*:

cpe:2.3:a:mozilla:firefox:3.5.8:*:**:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.5.9:*:****:*:*:

KKKk kKK,

cpe:2.3:a:mozilla:firefox:3.6:*:*:****:*:

ARk kR kR k.

cpe:2.3:a:mozilla:firefox:3.6.10: " *::

akak kKK Rk,

cpe:2.3:a:mozilla:firefox:3.6.11
cpe:2.3:a:mozilla:firefox:3.6.12:*:***:**::
cpe:2.3:a:mozilla:firefox:3.6.2:*:***:*:*:
cpe:2.3:a:mozilla:firefox:3.6.3:*:***:*:*:
cpe:2.3:a:mozilla:firefox:3.6.4:****:*:*:
cpe:2.3:a:mozilla:firefox:3.6.6::*:***:*:*:
cpe:2.3:a:mozilla:firefox:3.6.7:**:***:*:*:
cpe:2.3:a:mozilla:firefox:3.6.8:*:***:*:*:

cpe:2.3:a:mozilla:firefox:3.6.9:* " **:*:*:

cpe:2.3:a:mozilla:firefox:1.0:*:* %% *:*:



cpe:2.3:a:mozilla:firefox:1.0.1:%:* "

cpe:2.3:a:mozilla:firefox:1.0.2:%:* "

cpe:2.3:a:mozilla:firefox:1.0.3:%:* "

cpe:2.3:a:mozilla:firefox:1.0.4:%:* "

cpe:2.3:a:mozilla:firefox:1.0.5:%:* "

cpe:2.3:a:mozilla:firefox:1.0.6:*:*:*:* "

cpe:2.3:a:mozilla:firefox:1.0.7:%:* "

cpe:2.3:a:mozilla:firefox:1.0.8:*:*:*: "

akLk kKK LKLk,

cpe:2.3:a:mozilla:firefox:1.5:%:* "

Skuk ok k k.

cpe:2.3:a:mozilla:firefox:1.5:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.5.0.1: ™

AkLkk ok Lkk ok,

cpe:2.3:a:mozilla:firefox:1.5.0.10:*:*:

AkLakk kKKK,

cpe:2.3:a:mozilla:firefox:1.5.0.11:*:*:

AkLakk kKR ok,

cpe:2.3:a:mozilla:firefox:1.5.0.12:%:*:*

cpe:2.3:a:mozilla:firefox:1.5.0.2:* %

cpe:2.3:a:mozilla:firefox:1.5.0.3:*:* "

cpe:2.3:a:mozilla:firefox:1.5.0.4: ™

cpe:2.3:a:mozilla:firefox:1.5.0.5: *****:*:

cpe:2.3:a:mozilla:firefox:1.5.0.6:*:**:***:*:

cpe:2.3:a:mozilla:firefox:1.5.0.7:* %

cpe:2.3:a:mozilla:firefox:1.5.0.8:*****:*:*:

cpe:2.3:a:mozilla:firefox:1.5.0.9: 7 :*:

cpe:2.3:a:mozilla:firefox:1.5. 1 ™

cpe:2.3:a:mozilla:firefox:1.5.2: 7 *:*:

cpe:2.3:a:mozilla:firefox:1.5.3: " *:*:

cpe:2.3:a:mozilla:firefox:1.5.4: %%

cpe:2.3:a:mozilla:firefox:1.5.5:* ******:



cpe:2.3:a:mozilla:firefox:1.5.6:*:* "

cpe:2.3:a:mozilla:firefox:1.5.7:% """

cpe:2.3:a:mozilla:firefox:1.5.8:%:* "

cpe:2.3:a:mozilla:firefox:2.0:*:* "

cpe:2.3:a:mozilla:firefox:2.0.0.1 %"

akLk kKK LKk,

cpe:2.3:a:mozilla:firefox:2.0.0.13:*:*:*

akLk kKK kK,

cpe:2.3:a:mozilla:firefox:2.0.0.14:*:*:*

akLkk kKKK,

cpe:2.3:a:mozilla:firefox:2.0.0.18:*:*:****:*:
cpe:2.3:a:mozilla:firefox:2.0.0.19:*:*:*
cpe:2.3:a:mozilla:firefox:2.0.0.2:*:*:*:*
cpe:2.3:a:mozilla:firefox:2.0.0.20:*:*:***:*:*:
cpe:2.3:a:mozilla:firefox:2.0.0.3: ™
cpe:2.3:a:mozilla:firefox:2.0.0.4: ™
cpe:2.3:a:mozilla:firefox:2.0.0.5:******:*:
cpe:2.3:a:mozilla:firefox:2.0.0.6:*:**:**:*:*:
cpe:2.3:a:mozilla:firefox:2.0.0.7:* "
cpe:2.3:a:mozilla:firefox:2.0.0.8:*:*:*:**:*:*:
cpe:2.3:a:mozilla:firefox:2.0.0.9: 7 :*:
cpe:2.3:a:mozilla:firefox:3.0:*:*****:*:
cpe:2.3:a:mozilla:firefox:3.0.1: ™

dkak kR kR ok,

cpe:2.3:a:mozilla:firefox:3.0.10:*: 7 %



akakak ok akakk,

cpe:2.3:a:mozilla:firefox:3.0.17:* % "

cpe:2.3:a:mozilla:firefox:3.0.2:%:*:*: "

cpe:2.3:a:mozilla:firefox:3.0.3:*:*:*:* "

cpe:2.3:a:mozilla:firefox:3.0.4:*:* "

cpe:2.3:a:mozilla:firefox:3.0.5:*:* "

cpe:2.3:a:mozilla:firefox:3.0.6:*:*:*:*:**:*:

cpe:2.3:a:mozilla:firefox:3.0.7:% "

cpe:2.3:a:mozilla:firefox:3.0.8:*:****:*:*:

cpe:2.3:a:mozilla:firefox:3.0.9:*:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5:%:*:****::

cpe:2.3:a:mozilla:firefox:3.5.1: % :*:

ARk kR kR k.

cpe:2.3:a:mozilla:firefox:3.5.13:
cpe:2.3:a:mozilla:firefox:3.5. 14
cpe:2.3:a:mozilla:firefox:3.5.2:****:*:*:
cpe:2.3:a:mozilla:firefox:3.5.3:****:*:*:
cpe:2.3:a:mozilla:firefox:3.5.4:*****:*:
cpe:2.3:a:mozilla:firefox:3.5.5:****:**:
cpe:2.3:a:mozilla:firefox:3.5.6: " *:

cpe:2.3:a:mozilla:firefox:3.5.7:*****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.8:****:*:*:

AnAN Deiacvmaa=illadfivafan D £ Ok okokokokak,
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cpe:2.3:a:mozilla:firefox:3.6:*:*: " ™

cpe:2.3:a:mozilla:firefox:3.6.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.3:":*:*:**:*:*:

cpe:2.3:a:mozilla:firefox:3.6.4:":*:* "

cpe:2.3:a:mozilla:firefox:3.6.6:":*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.7:%:* "

cpe:2.3:a:mozilla:firefox:3.6.8:*:**:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.9:*:*:***:*:*:

cpe:2.3:a:mozilla:seamonkey:1.0:*:":* "

kKK akuk k.

cpe:2.3:a:mozilla:seamonkey:1.0:alpha:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.0.1:*

cpe:2.3:a:mozilla:seamonkey:1.0.2:* "

cpe:2.3:a:mozilla:seamonkey:1.0.3:* "

cpe:2.3:a:mozilla:seamonkey:1.0.4:* "

cpe:2.3:a:mozilla:seamonkey:1.0.5: "

cpe:2.3:a:mozilla:seamonkey:1.0.6:*: " *:

cpe:2.3:a:mozilla:seamonkey:1.0.7: "

cpe:2.3:a:mozilla:seamonkey:1.0.8:*: ™ *:

cpe:2.3:a:mozilla:seamonkey:1.0.9:*: "

dkak koK ok Rk,

cpe:2.3:a:mozilla:seamonkey: 1.1 "

dkakakakakak,

cpe:2.3:a:mozilla:seamonkey:1.1:beta:*:**:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1.1 " "



cpe:2.3:a:mozilla:seamonkey:1.1.10:" """ ™

cpe:2.3:a:mozilla:seamonkey:1.1.11 " "

cpe:2.3:a:mozilla:seamonkey:1.1.12:%: " ™

cpe:2.3:a:mozilla:seamonkey:1.1.13:" """ ™

cpe:2.3:a:mozilla:seamonkey:1.1.14:" "

cpe:2.3:a:mozilla:seamonkey:1.1.15: "

cpe:2.3:a:mozilla:zseamonkey:1.1.16:*:*:*:* "

cpe:2.3:a:mozilla:zseamonkey:1.1.17:% " ™

cpe:2.3:a:mozilla:zseamonkey:1.1.18:*:* "

cpe:2.3:a:mozilla:zseamonkey:1.1.19:* "

cpe:2.3:a:mozilla:seamonkey:1.1.2:*:* "

cpe:2.3:a:mozilla:seamonkey:1.1.3:*:*: "

cpe:2.3:a:mozilla:seamonkey:1.1.4:*

cpe:2.3:a:mozilla:seamonkey:1.1.5: "

cpe:2.3:a:mozilla:seamonkey:1.1.6:* "

cpe:2.3:a:mozilla:seamonkey:1.1.7: "

cpe:2.3:a:mozilla:seamonkey:1.1.8:* "

cpe:2.3:a:mozilla:seamonkey:1.1.9:* "™

LRk kR Lk akak.

cpe:2.3:a:mozilla:seamonkey:1.5.0.10:

cpe:2.3:a:mozilla:seamonkey:1.5.0.8:*:* " **:*:

cpe:2.3:a:mozilla:seamonkey:1.5.0.9:*:* """

cpe:2.3:a:mozilla:seamonkey:2.0: " " *:

Kk koK Rk,

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_1:*:*:**:*:*:

KKk oKk k.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_2:*:*:*:*:*:*:

Kk koK akak.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_3:*:*:*:*:*:*:

Lkakakakakak,

cpe:2.3:a:mozilla:seamonkey:2.0:beta_1:*:*:*:*:*:*:



cpe:2.3:a:mozilla:seamonkey:2.0.2:*:*: " "

cpe:2.3:a:mozilla:seamonkey:2.0.3:*: """

cpe:2.3:a:mozilla:seamonkey:2.0.4:* %" "

cpe:2.3:a:mozilla:seamonkey:2.0.5:*:*: "

cpe:2.3:a:mozilla:seamonkey:2.0.6:*:*: """

cpe:2.3:a:mozilla:seamonkey:2.0.7:* % "

cpe:2.3:a:mozilla:seamonkey:2.0.8:*:*: "

cpe:2.3:a:mozilla:seamonkey:2.0.9:*:*: "

cpe:2.3:a:mozilla:zseamonkey:1.0:*:*:** % *:

KLk kKR k.

cpe:2.3:a:mozilla:seamonkey:1.0:alpha:*:*:*:*:*:*:

dkak Lk kkuk.

cpe:2.3:a:mozilla:seamonkey:1.0:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.0. 1 "

cpe:2.3:a:mozilla:seamonkey:1.0.2:*: "

cpe:2.3:a:mozilla:seamonkey:1.0.3:* "

cpe:2.3:a:mozilla:seamonkey:1.0.4:* "

cpe:2.3:a:mozilla:seamonkey:1.0.5:% "

cpe:2.3:a:mozilla:seamonkey:1.0.6:* "

cpe:2.3:a:mozilla:seamonkey:1.0.7: "

cpe:2.3:a:mozilla:seamonkey:1.0.8: "

cpe:2.3:a:mozilla:seamonkey:1.0.9:* "

ak kR kR Rk,

cpe:2.3:a:mozilla:seamonkey: 1.1 "

dkak kR ok ak,

cpe:2.3:a:mozilla:seamonkey:1.1:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1. 1 " "



cpe:2.3:a:mozilla:seamonkey:1.1.12:%: " ™

cpe:2.3:a:mozilla:seamonkey:1.1.13:" """ ™

cpe:2.3:a:mozilla:seamonkey:1.1.14: "

cpe:2.3:a:mozilla:seamonkey:1.1.15: " ™

cpe:2.3:a:mozilla:seamonkey:1.1.16:":* " ™

cpe:2.3:a:mozilla:zseamonkey:1.1.17:% % ™

cpe:2.3:a:mozilla:seamonkey:1.1.18:*:* "

cpe:2.3:a:mozilla:zseamonkey:1.1.19:*:* ™

cpe:2.3:a:mozilla:seamonkey:1.1.2:%:* "

cpe:2.3:a:mozilla:seamonkey:1.1.3:*:*: "

cpe:2.3:a:mozilla:seamonkey:1.1.4:** "

cpe:2.3:a:mozilla:seamonkey:1.1.5:%* " %

cpe:2.3:a:mozilla:seamonkey:1.1.6:*: """

cpe:2.3:a:mozilla:seamonkey:1.1. 7 "

cpe:2.3:a:mozilla:seamonkey:1.1.8:* "

cpe:2.3:a:mozilla:seamonkey:1.1.9: "

dkak kR kR k.

cpe:2.3:a:mozilla:seamonkey:1.5.0.10:

cpe:2.3:a:mozilla:seamonkey:1.5.0.8:* " ™

cpe:2.3:a:mozilla:seamonkey:1.5.0.9:* " ™

cpe:2.3:a:mozilla:seamonkey:2.0:* " " *:

Kk koK akuk.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_1:*:*:*:**:*:

Kk koK Rk,

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_3:*:*:*:*:*:*:

Lk ok ak kR ok,

cpe:2.3:a:mozilla:seamonkey:2.0:beta_1:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.0:rc - :*:**:*:*:

cpe:2.3:a:mozilla:seamonkey:2.0:rc2:*:*:*:**:*:

cpe:2.3:a:mozilla:seamonkey:2.0.1 %" %"



cpe:2.3:a:mozilla:seamonkey:2.0.2:*:* " "

cpe:2.3:a:mozilla:seamonkey:2.0.3:*: """

cpe:2.3:a:mozilla:seamonkey:2.0.4:* %" "

cpe:2.3:a:mozilla:seamonkey:2.0.5:* %" "

cpe:2.3:a:mozilla:seamonkey:2.0.6:*: """

cpe:2.3:a:mozilla:seamonkey:2.0. 7% "

cpe:2.3:a:mozilla:seamonkey:2.0.8:*:*: """

cpe:2.3:a:mozilla:seamonkey:2.0.9:* % "

No vendor comments have been submitted for this CVE
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