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CVE-2010-3813

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AV:NACMAUN/C:P/PIAN Certain versions of Mac Os X from Apple contain the foIIowing
) S . vulnerability:
mfﬁx‘% The WebCore::HTMLLinkElement::process function in
[ L

!:f” Safari before 5.0.3 on Mac OS X 10.5 through 10.6 and Windows, and
_._.’ before 4.1.3 on Mac OS X 10.4; webkitgtk before 1.2.6; and possibly

: other products does not verify whether DNS prefetching is enabled
when processing an HTML LINK element, which allows remote attackers to bypass intended
access restrictions, as demonstrated by an HTML e-mail message that uses a LINK element
for X-Confirm-Reading-To functionality.

W‘i’lw”a " WebCore/html/HTMLLinkElement.cpp in WebKit, as used in Apple

CVE-2010-3813 has been assigned by & product-security@apple.com to track the vulnerability

CVSS2 Score: SEEMEDILN) |

Access Access Authentication
Vector Complexity

[NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link
Support & REDHAT RHSA-2011:0177
Changeset 63622 — WebKit A MISC

trac.webkit.org/changeset/63622

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH () VUPEN ADV-2011-0212

Apple iOS Multiple Vulnerabilities - Advisories - Community Y SECUNIA 42314



https://cve.report/
https://cve.report/CVE-2010-3813/mitre
https://cve.report/CVE-2010-3813/nist
https://cve.report/CVE-2010-3813/cve_org
https://cve.report/CVE-2010-3813.pdf
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.redhat.com/support/errata/RHSA-2011-0177.html
http://trac.webkit.org/changeset/63622
http://www.vupen.com/english/advisories/2011/0212
https://web.archive.org/web/2010/http://secunia.com/advisories/42314

Red Hat update for webkitgtk - Secunia.com

667024 — (CVE-2010-3813) CVE-2010-3813 webkit: HTMLLinkElement
ignores dnsPrefetchingEnabled setting

Repository / Oval Repository

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Webmail - OVH

APPLE-SA-2010-11-18-1 Safari 5.0.3 and Safari 4.1.3

About the security content of Safari 5.0.3 and Safari 4.1.3

[SECURITY] Fedora 13 Update: webkitgtk-1.2.6-1.fc13

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Bug 42500 — HTMLLinkElement ignores dnsPrefetchingEnabled setting

About the security content of iOS 4.2

APPLE-SA-2010-11-22-1i0S 4.2

[security-announce] SUSE Security Summary Report: SUSE-SR:2011:002

Support / Security / Advisories / / MDVSA-2011:039 | Mandriva

SUSE update for Multiple Packages - Secunia.com

»{ SECUNIA 43086

web.archive.org

text/html

bugzilla.redhat.com (3 CONFIRM

text/html bugzilla.redhat.com/show_bug.cgi?
id=667024

oval.cisecurity.org o OVAL

text/html oval:org.mitre.oval:def:12293

(%) VUPEN ADV-2011-0552
text/html

(3 VUPEN ADV-2011-0216
text/html

Vendor Advisory ﬂ APPLE APPLE-SA-2010-11-18-

1

lists.apple.com
text/html

& CONFIRM
Vendor Advisory support.apple.com/kb/HT4455
support.apple.com

text/html

lists.fedoraproject.org
text/html

FEDORA FEDORA-2011-0121

(%) VUPEN ADV-2010-3046

text/html

bugs.webkit.org @ MISC

text/html bugs.webkit.org/show_bug.cgi?
id=42500

support.apple.com @& CONFIRM

text/html support.apple.com/kb/HT4456

lists.apple.com
text/html

[] APPLE APPLE-SA-2010-11-22-
1

lists.opensuse.org 9 SUSE SUSE-SR:2011:002

text/html

www.mandriva.com

& MANDRIVA MDVSA-2011:039
text/html

web.archive.org
text/html

> SECUNIA 43068

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Vendor Product

Type

Operating Mac Os X

System

Apple

Version Update Edition Language

10.4 All All All
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cpe:2.3:0:apple:mac_os_x:10.5.6:"* "™

cpe:2.3:0:apple:mac_os_x:10.5.7:" """

cpe:2.3:0:apple:mac_os_x:10.5.8:"* "™

cpe:2.3:0:apple:mac_os_x:10.6.0:":*: """

cpe:2.3:0:apple:mac_os_x:10.6.1: " ™

cpe:2.3:0:apple:mac_os_x:10.6.2:":*: "™

dkakak ok kakk.

cpe:2.3:0:apple:mac_os_x:10.6.3:*: """

akLkak ok kakk,

cpe:2.3:0:apple:mac_os_x:10.6.4:*: """

cpe:2.3:0:apple:mac_os_x:10.6.5: """

R

cpe:2.3:0:apple:mac_os_x:10.4:*:"* ™

cpe:2.3:0:apple:mac_os_x:10.4.0:** "

akLk kKRR k,

cpe:2.3:0:apple:mac_os_x:10.4.1:* "



Kk kKK kLK,

cpe:2.3:0:apple:mac_os_x:10.4.11:
cpe:2.3:0:apple:mac_os_x:10.4.2:%**:**
cpe:2.3:0:apple:mac_os_x:10.4.3:* " ™
cpe:2.3:0:apple:mac_os_x:10.4.4: ™
cpe:2.3:0:apple:mac_os_x:10.4.5: ™
cpe:2.3:0:apple:mac_os_x:10.4.6: " "
cpe:2.3:0:apple:mac_os_x:10.4.7: ™
cpe:2.3:0:apple:mac_os_x:10.4.8:* " :*:
cpe:2.3:0:apple:mac_os_x:10.4.9:* " :*:
cpe:2.3:0:apple:mac_os_x:10.5:% "
cpe:2.3:0:apple:mac_os_x:10.5.0:*: "
cpe:2.3:0:apple:mac_os_x:10.5.1: "
cpe:2.3:0:apple:mac_os_x:10.5.2:* %"
cpe:2.3:0:apple:mac_os_x:10.5.3: """
cpe:2.3:0:apple:mac_os_x:10.5.4: ="
cpe:2.3:0:apple:mac_os_x:10.5.5: """
cpe:2.3:0:apple:mac_os_x:10.5.6::*":":**:*:
cpe:2.3:0:apple:mac_os_x:10.5.7: "
cpe:2.3:0:apple:mac_os_x:10.5.8:: """
cpe:2.3:0:apple:mac_os_x:10.6.0: %"
cpe:2.3:0:apple:mac_os_x:10.6.1: "
cpe:2.3:0:apple:mac_os_x:10.6.2: """

akkuk ok kakk.

cpe:2.3:0:apple:mac_os_x:10.6.3:*: """

akLkak ok kakk.

cpe:2.3:0:apple:mac_os_x:10.6.4:* """

cpe:2.3:0:apple:mac_os_x:10.6.5:* "

ARk kLK kKK,

cpe:2.3:0:apple:mac_os_x_server:10.4:*:* "

cpe:2.3:0:apple:mac_os_x_server:10.4.0:*: "

Skk ok ak ok akak.

cpe:2.3:0:apple:mac_os_x_server:10.4.1:* "



ARk koK akak k.

cpe:2.3:0:apple:mac_os_x_server:10.4.10:*:*:*: %

cpe:2.3:0:apple:mac_os_x_server:10.4.2:* " "

cpe:2.3:0:apple:mac_os_x_server:10.4.3: " "%

Sk Lk ak ok akakak.

cpe:2.3:0:apple:mac_os_x_server:10.4.4:
cpe:2.3:0:apple:mac_os_x_server:10.4.5:* " %
cpe:2.3:0:apple:mac_os_x_server:10.4.6: " "%

sk ok ak ok akakak.

cpe:2.3:0:apple:mac_os_x_server:10.4.7:
cpe:2.3:0:apple:mac_os_x_server:10.4.8:*:* """
cpe:2.3:0:apple:mac_os_x_server:10.4.9:*: " "
cpe:2.3:0:apple:mac_os_x_server:10.5:* %" %"

cpe:2.3:0:apple:mac_os_x_server:10.5.0: """
cpe:2.3:0:apple:mac_os_x_server:10.5.1: =" "
cpe:2.3:0:apple:mac_os_x_server:10.5.2:* " ":*:*:
cpe:2.3:0:apple:mac_os_x_server:10.5.3:* """
cpe:2.3:0:apple:mac_os_x_server:10.5.4: %" *:*:
cpe:2.3:0:apple:mac_os_x_server:10.5.5: " ":*:*:
cpe:2.3:0:apple:mac_os_x_server:10.5.6: " ":*:*:
cpe:2.3:0:apple:mac_os_x_server:10.5.7:* """
cpe:2.3:0:apple:mac_os_x_server:10.5.8:::**:":*:*:
cpe:2.3:0:apple:mac_os_x_server:10.6.0:*:*:*:*:":*:*:

skakakakkakak.

cpe:2.3:0:apple:mac_os_x_server:10.6.1:*: """

cpe:2.3:0:apple:mac_os_x_server:10.6.2::*:*:*:*:*:*:
cpe:2.3:0:apple:mac_os_x_server:10.6.3:::*:*:":*:*:
cpe:2.3:0:apple:mac_os_x_server:10.6.4:*:*:* """
cpe:2.3:0:apple:mac_os_x_server:10.6.5: 7 :*:*:*:
cpe:2.3:0:apple:mac_os_x_server:10.4:*:* "

cpe:2.3:0:apple:mac_os_x_server:10.4.0:*: %"

skk ok akkakak.

cpe:2.3:0:apple:mac_os_x_server:10.4.1:****: "



ARk kKR LRk,

cpe:2.3:0:apple:mac_os_x_server:10.4.10:* %

cpe:2.3:0:apple:mac_os_x_server:10.4.2:* " "

cpe:2.3:0:apple:mac_os_x_server:10.4.3: " " ™

Skuk ok k ok kak.

cpe:2.3:0:apple:mac_os_x_server:10.4.4:
cpe:2.3:0:apple:mac_os_x_server:10.4.5:* 7
cpe:2.3:0:apple:mac_os_x_server:10.4.6:*:*: " "
cpe:2.3:0:apple:mac_os_x_server:10.4.7:* 7
cpe:2.3:0:apple:mac_os_x_server:10.4.8:*:* """
cpe:2.3:0:apple:mac_os_x_server:10.4.9:*: "
cpe:2.3:0:apple:mac_os_x_server:10.5:*:% % "

cpe:2.3:0:apple:mac_os_x_server:10.5.0: 7 :"*:*:
cpe:2.3:0:apple:mac_os_x_server:10.5.1: """
cpe:2.3:0:apple:mac_os_x_server:10.5.2:* 7 *:*:*:*:
cpe:2.3:0:apple:mac_os_x_server:10.5.3:* 7 *:"*:*:
cpe:2.3:0:apple:mac_os_x_server:10.5.4:* %% *:*:
cpe:2.3:0:apple:mac_os_x_server:10.5.5: """ *:
cpe:2.3:0:apple:mac_os_x_server:10.5.6:::*:*:":*:*:
cpe:2.3:0:apple:mac_os_x_server:10.5.7:* """
cpe:2.3:0:apple:mac_os_x_server:10.5.8:: " :*:*:
cpe:2.3:0:apple:mac_os_x_server:10.6.0:*: """

skakakakakakak.

cpe:2.3:0:apple:mac_os_x_server:10.6.1:*:* """

Skukakakakakak.

cpe:2.3:0:apple:mac_os_x_server:10.6.2::*:**:":*:*;

cpe:2.3:0:apple:mac_os_x_server:10.6.3:::*:*:":*:*:

cpe:2.3:0:apple:mac_os_x_server:10.6.4:*:*:* """

Skk ok k Lk kak.

cpe:2.3:0:apple:mac_os_x_server:10.6.5::*:*:*:*:*:*;

ARk kLK kKK,

cpe:2.3:a:apple:safari:1.0:*: "

kKK akukk.

cpe:2.3:a:apple:safari:1.0:beta:*:*:*:*:*:*:



dkakakkkuk.

cpe:2.3:a:apple:safari:1.0:beta2:*:*:*:*:*:*:

cpe:2.3:a:apple:safari:1.0.0:

Skuk Lk k ok kak.

cpe:2.3:a:apple:safari:1.0.0b1

cpe:2.3:a:apple:safari:1.0.1:

cpe:2.3:a:apple:safari:1.0.2:*

cpe:2.3:a:apple:safari:1.0.3:

SRk kKR k.

cpe:2.3:a:apple:safari:1.0.3:85.8:*: " :*:
cpe:2.3:a:apple:safari:1.0.3:85.8.1: " **:*:
cpe:2.3:a:apple:safari:1.1: " ™
cpe:2.3:a:apple:safari:1.1.0:*:
cpe:2.3:a:apple:safari:1.1. 1
cpe:2.3:a:apple:safari:1.2:* " %"
cpe:2.3:a:apple:safari:1.2.0:*:%:" %
cpe:2.3:a:apple:safari:1.2.1: """
cpe:2.3:a:apple:safari:1.2.2:* """ ™
cpe:2.3:a:apple:safari:1.2.3:*:" ™"
cpe:2.3:a:apple:safari:1.2.4:* """
cpe:2.3:a:apple:safari:1.2.5:%: %"
cpe:2.3:a:apple:safari:1.3:*: """
cpe:2.3:a:apple:safari:1.3.0:*: "
cpe:2.3:a:apple:safari:1.3.1:*: "
cpe:2.3:a:apple:safari:1.3.2:%: %"
cpe:2.3:a:apple:safari:1.3.2:312.5:*:*:*::*:*:
cpe:2.3:a:apple:safari:1.3.2:312.6:*:*:*:*:*:*:
cpe:2.3:a:apple:safari:2:*:*:*:*:*:
cpe:2.3:a:apple:safari:2.0:*: " "
cpe:2.3:a:apple:safari:2.0.0:*:*:*:

rneD R:atannlateafari:D () 1 Fkxkkokok.



v M o e e e e
cpe:2.3:a:apple:safari:2.0.2:*: "
cpe:2.3:a:apple:safari:2.0.3:*: "
cpe:2.3:a:apple:safari:2.0.3:417.8:
cpe:2.3:a:apple:safari:2.0.3:417.9:*
cpe:2.3:a:apple:safari:2.0.3:417.9.2: 7 *:*:
cpe:2.3:a:apple:safari:2.0.3:417.9.3: " **:*:
cpe:2.3:a:apple:safari:2.0.4:

Kk kKK kK,

cpe:2.3:a:apple:safari:3:*:** "1™
cpe:2.3:a:apple:safari:3.0:** " "
cpe:2.3:a:apple:safari:3.0.0:*:*:* " "
cpe:2.3:a:apple:safari:3.0.0b:*:* " :*:

cpe:2.3:a:apple:safari:3.0.1:

cpe:2.3:a:apple:safari:3.0.1b: """ ™

cpe:2.3:a:apple:safari:3.0.2pb:" > """

cpe:2.3:a:apple:safari:3.0.3b: """

cpe:2.3:a:apple:safari:3.0.4b:":* "

cpe:2.3:a:apple:safari:3.1.0b:*: "

cpe:2.3:a:apple:safari:3.1.1:*: "

cpe:2.3:a:apple:safari:3.1.2:*:%:" "

cpe:2.3:a:apple:safari:3.2.0:*:*:": "

cpe:2.3:a:apple:safari:3.2.1:*: "

cpe:2.3:a:apple:safari:3.2.2:%:*:":*

cpe:2.3:a:apple:safari:4.1:*:

cpe:2.3:a:apple:safari:4.1.1:* "



cpe:2.3:a:apple:safari:5.0:*:

cpe:2.3:a:apple:safari:5.0.1:

cpe:2.3:a:apple:safari:1.0:*

Kakuk kR k.

cpe:2.3:a:apple:safari:1.0:beta:*:*:*:*:*:*:

cpe:2.3:a:apple:safari:1.0.0:

Skk ok kR akak.

cpe:2.3:a:apple:safari:1.0.0b1
cpe:2.3:a:apple:safari:1.0.0b2:*:*:**
cpe:2.3:a:apple:safari:1.0.1:
cpe:2.3:a:apple:safari:1.0.2:*: " "
cpe:2.3:a:apple:safari:1.0.3:*: " " ™
cpe:2.3:a:apple:safari:1.0.3:85.8:*:*:*:*:*:*:
cpe:2.3:a:apple:safari:1.0.3:85.8.1: " **:*:
cpe:2.3:a:apple:safari:1.1:* %" "
cpe:2.3:a:apple:safari:1.1.0:*: "
cpe:2.3:a:apple:safari:1.1.1: " "
cpe:2.3:a:apple:safari:1.2:*:* " ™
cpe:2.3:a:apple:safari:1.2.0:*:%:":
cpe:2.3:a:apple:safari:1.2.1: " "
cpe:2.3:a:apple:safari:1.2.2:* """
cpe:2.3:a:apple:safari:1.2.3:*: %"
cpe:2.3:a:apple:safari:1.2.4:*:%:" "
cpe:2.3:a:apple:safari:1.2.5:*:%:" "
cpe:2.3:a:apple:safari:1.3:*: """
cpe:2.3:a:apple:safari:1.3.0:*: "
cpe:2.3:a:apple:safari:1.3.1:*: "

cpe:2.3:a:apple:safari:1.3.2:%: "

cpe:2.3:a:apple:safari:1.3.2:312.5:* %



cpe:Z.3:a:apple:satar:1.3.2:312.6:7 %
cpe:2.3:a:apple:safari:2:*:*:***:*:*:
cpe:2.3:a:apple:safari:2.0:* "
cpe:2.3:a:apple:safari:2.0.0:*:
cpe:2.3:a:apple:safari:2.0.1:
cpe:2.3:a:apple:safari:2.0.2:*
cpe:2.3:a:apple:safari:2.0.3:*:** "
cpe:2.3:a:apple:safari:2.0.3:417.8:* %
cpe:2.3:a:apple:safari:2.0.3:417.9:* %
cpe:2.3:a:apple:safari:2.0.3:417.9.2:* % **:*:
cpe:2.3:a:apple:safari:2.0.3:417.9.3:* " *:
cpe:2.3:a:apple:safari:2.0.4:
cpe:2.3:a:apple:safari:3:*:*:**:*:*:*:

cpe:2.3:a:apple:safari:3.0:*: "%

cpe:2.3:a:apple:safari:3.0.0:*:%:": "

cpe:2.3:a:apple:safari:3.0.3:*:": """
cpe:2.3:a:apple:safari:3.0.3b:":* "
cpe:2.3:a:apple:safari:3.0.4:*:%:":*

cpe:2.3:a:apple:safari:3.0.4b: "

cpe:2.3:a:apple:safari:3.1.0:*: "

cpe:2.3:a:apple:safari:3.1.1:*: "

cpe:2.3:a:apple:safari:3.1.2:%: "

cpe:2.3:a:apple:safari:3.2.0:*: """ ™



cpe:2.3:a:apple:safari:3.2.1:

cpe:2.3:a:apple:safari:3.2.2:*: " ™

Kk kK kKK,

cpe:2.3:a:apple:safari:4. 1"
cpe:2.3:a:apple:safari:4.1. 1
cpe:2.3:a:apple:safari:5.0:* " ™
cpe:2.3:a:apple:safari:5.0.1: "

cpe:2.3:a:apple:safari:*:*:* """

LRk koK Kk oKk,

cpe:2.3:a:apple:safari:*:*:****:*:*:

dkak kR kR Rk,

cpe:2.3:a:apple:webkit:*:*:*

Skak kR kR akak.

cpe:2.3:a:apple:webkit:*:*:*

No vendor comments have been submitted for this CVE
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