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Summary

CVE CVE-2010-3834

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-01-14 19:02:27 UTC

Updated 2026-04-29 01:13:23 UTC

Description Unspecified vulnerability in MySQL 5.0 before 5.0.92, 5.1 before 5.1.51, and 5.5 before 5.5.6 allows remote authenticated users to cause a denial of service (server crash) via vectors related to "materializing a derived table that required a temporary table for grouping" and "user variable assignments."

Risk And Classification

Primary CVSS: v2.0 4 from nvd@nist.gov

AV:N/AC:L/Au:S/C:N/I:N/A:P

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:S/C:N/I:N/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mysql Mysql 5.0.0 All All All

Application Mysql Mysql 5.0.1 All All All

Access Vector

Network

Access Complexity

Low

Authentication

Single

Confidentiality

None

Integrity

None

Availability

Partial

https://cve.report/
https://cve.report/CVE-2010-3834/mitre
https://cve.report/CVE-2010-3834/nist
https://cve.report/CVE-2010-3834/cve_org
https://cve.report/api/cve/CVE-2010-3834.json
https://cve.report/CVE-2010-3834.pdf
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql


Application Mysql Mysql 5.0.1 All All All

Application Mysql Mysql 5.0.10 All All All

Application Mysql Mysql 5.0.15 All All All

Application Mysql Mysql 5.0.16 All All All

Application Mysql Mysql 5.0.17 All All All

Application Mysql Mysql 5.0.2 All All All

Application Mysql Mysql 5.0.20 All All All

Application Mysql Mysql 5.0.22.1.0.1 All All All

Application Mysql Mysql 5.0.24 All All All

Application Mysql Mysql 5.0.3 All All All

Application Mysql Mysql 5.0.30 All All All

Application Mysql Mysql 5.0.36 All All All

Application Mysql Mysql 5.0.4 All All All

Application Mysql Mysql 5.0.44 All All All

Application Mysql Mysql 5.0.45b All All All

Application Mysql Mysql 5.0.5 All All All

Application Mysql Mysql 5.0.5.0.21 All All All

Application Mysql Mysql 5.0.54 All All All

Application Mysql Mysql 5.0.56 All All All

Application Mysql Mysql 5.0.60 All All All

Application Mysql Mysql 5.0.66 All All All

Application Mysql Mysql 5.0.82 All All All

Application Mysql Mysql 5.0.84 All All All

Application Mysql Mysql 5.0.87 All All All

Application Mysql Mysql 5.1.23 All All All

Application Mysql Mysql 5.1.31 All All All

Application Mysql Mysql 5.1.32 All All All

Application Mysql Mysql 5.1.34 All All All

Application Mysql Mysql 5.1.37 All All All

Application Mysql Mysql 5.1.5 All All All

Application Oracle Mysql 5.0.0 alpha All All

Application Oracle Mysql 5.0.11 All All All

Application Oracle Mysql 5.0.12 All All All

Application Oracle Mysql 5.0.13 All All All

Application Oracle Mysql 5.0.14 All All All

Application Oracle Mysql 5.0.18 All All All
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Application Oracle Mysql 5.0.18 All All All

Application Oracle Mysql 5.0.19 All All All

Application Oracle Mysql 5.0.21 All All All

Application Oracle Mysql 5.0.22 All All All

Application Oracle Mysql 5.0.23 All All All

Application Oracle Mysql 5.0.25 All All All

Application Oracle Mysql 5.0.26 All All All

Application Oracle Mysql 5.0.27 All All All

Application Oracle Mysql 5.0.3 beta All All

Application Oracle Mysql 5.0.30 sp1 All All

Application Oracle Mysql 5.0.32 All All All

Application Oracle Mysql 5.0.33 All All All

Application Oracle Mysql 5.0.37 All All All

Application Oracle Mysql 5.0.38 All All All

Application Oracle Mysql 5.0.41 All All All

Application Oracle Mysql 5.0.42 All All All

Application Oracle Mysql 5.0.45 All All All

Application Oracle Mysql 5.0.50 All All All

Application Oracle Mysql 5.0.51 All All All

Application Oracle Mysql 5.0.52 All All All

Application Oracle Mysql 5.0.6 All All All

Application Oracle Mysql 5.0.67 All All All

Application Oracle Mysql 5.0.7 All All All

Application Oracle Mysql 5.0.75 All All All

Application Oracle Mysql 5.0.77 All All All

Application Oracle Mysql 5.0.8 All All All

Application Oracle Mysql 5.0.81 All All All

Application Oracle Mysql 5.0.83 All All All

Application Oracle Mysql 5.0.85 All All All

Application Oracle Mysql 5.0.86 All All All

Application Oracle Mysql 5.0.88 All All All

Application Oracle Mysql 5.0.89 All All All

Application Oracle Mysql 5.0.9 All All All

Application Oracle Mysql 5.0.90 All All All

Application Oracle Mysql 5.0.91 All All All

Application Oracle Mysql 5.1 All All All
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Application Oracle Mysql 5.1.1 All All All

Application Oracle Mysql 5.1.10 All All All

Application Oracle Mysql 5.1.11 All All All

Application Oracle Mysql 5.1.12 All All All

Application Oracle Mysql 5.1.13 All All All

Application Oracle Mysql 5.1.14 All All All

Application Oracle Mysql 5.1.15 All All All

Application Oracle Mysql 5.1.16 All All All

Application Oracle Mysql 5.1.17 All All All

Application Oracle Mysql 5.1.18 All All All

Application Oracle Mysql 5.1.19 All All All

Application Oracle Mysql 5.1.2 All All All

Application Oracle Mysql 5.1.20 All All All

Application Oracle Mysql 5.1.21 All All All

Application Oracle Mysql 5.1.22 All All All

Application Oracle Mysql 5.1.23 a All All

Application Oracle Mysql 5.1.24 All All All

Application Oracle Mysql 5.1.25 All All All

Application Oracle Mysql 5.1.26 All All All

Application Oracle Mysql 5.1.27 All All All

Application Oracle Mysql 5.1.28 All All All

Application Oracle Mysql 5.1.29 All All All

Application Oracle Mysql 5.1.3 All All All

Application Oracle Mysql 5.1.30 All All All

Application Oracle Mysql 5.1.31 sp1 All All

Application Oracle Mysql 5.1.33 All All All

Application Oracle Mysql 5.1.34 sp1 All All

Application Oracle Mysql 5.1.35 All All All

Application Oracle Mysql 5.1.36 All All All

Application Oracle Mysql 5.1.37 sp1 All All

Application Oracle Mysql 5.1.38 All All All

Application Oracle Mysql 5.1.39 All All All

Application Oracle Mysql 5.1.4 All All All

Application Oracle Mysql 5.1.40 All All All

Application Oracle Mysql 5.1.40 sp1 All All

Application Oracle Mysql 5.1.41 All All All
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Application Oracle Mysql 5.1.41 All All All

Application Oracle Mysql 5.1.42 All All All

Application Oracle Mysql 5.1.43 All All All

Application Oracle Mysql 5.1.43 sp1 All All

Application Oracle Mysql 5.1.44 All All All

Application Oracle Mysql 5.1.45 All All All

Application Oracle Mysql 5.1.46 All All All

Application Oracle Mysql 5.1.46 sp1 All All

Application Oracle Mysql 5.1.47 All All All

Application Oracle Mysql 5.1.48 All All All

Application Oracle Mysql 5.1.49 All All All

Application Oracle Mysql 5.1.49 sp1 All All

Application Oracle Mysql 5.1.50 All All All

Application Oracle Mysql 5.1.6 All All All

Application Oracle Mysql 5.1.7 All All All

Application Oracle Mysql 5.1.8 All All All

Application Oracle Mysql 5.1.9 All All All

Application Oracle Mysql 5.5.0 All All All

Application Oracle Mysql 5.5.1 All All All

Application Oracle Mysql 5.5.2 All All All

Application Oracle Mysql 5.5.3 All All All

Application Oracle Mysql 5.5.4 All All All

Application Oracle Mysql 5.5.5 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

MySQL :: MySQL 5.0 Reference Manual :: D.1.2 Changes in MySQL 5.0.92 (07 February 2011) af854a3a-2127-422b-91ae-364da2661108

MySQL :: MySQL 5.5 Reference Manual :: C.1.1 Changes in MySQL 5.5.6 (Not yet released) af854a3a-2127-422b-91ae-364da2661108

USN-1017-1: MySQL vulnerabilities | Ubuntu af854a3a-2127-422b-91ae-364da2661108

MySQL Bugs: Access denied af854a3a-2127-422b-91ae-364da2661108

Oracle MySQL Prior to 5.1.51 Multiple Denial Of Service Vulnerabilities af854a3a-2127-422b-91ae-364da2661108

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da2661108

mandriva.com af854a3a-2127-422b-91ae-364da2661108
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mandriva.com af854a3a-2127-422b-91ae-364da2661108

IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da2661108

640808 – (CVE-2010-3834) CVE-2010-3834 MySQL: user variable assignments crash server when used within query (MySQL Bug#55568) af854a3a-2127-422b-91ae-364da2661108

404 Not Found af854a3a-2127-422b-91ae-364da2661108

About the security content of Mac OS X v10.6.8 and Security Update 2011-004 - Apple Support af854a3a-2127-422b-91ae-364da2661108

mandriva.com af854a3a-2127-422b-91ae-364da2661108

APPLE-SA-2011-06-23-1 Mac OS X v10.6.8 and Security Update 2011-004 af854a3a-2127-422b-91ae-364da2661108

USN-1397-1: MySQL vulnerabilities | Ubuntu af854a3a-2127-422b-91ae-364da2661108

Debian -- Security Information -- DSA-2143-1 mysql-dfsg-5.0 af854a3a-2127-422b-91ae-364da2661108

MySQL :: MySQL 5.1 Reference Manual :: D.1.4 Changes in MySQL 5.1.51 (10 September 2010) af854a3a-2127-422b-91ae-364da2661108

Debian update for mysql-dfsg-5.0 - Advisories - Community af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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