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Summary

CVE CVE-2010-3842

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-10-28 00:00:00 UTC

Updated 2010-10-28 04:00:00 UTC

Description Absolute path traversal vulnerability in curl 7.20.0 through 7.21.1, when the --remote-header-name or -J option is used, allows remote servers to create or overwrite arbitrary files by using \ (backslash) as a separator of path components within the Content-disposition HTTP header.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Curl Curl 7.20.0 All All All

Application Curl Curl 7.20.1 All All All

Application Curl Curl 7.21.1 All All All

Application Curl Curl 7.20.0 All All All

Application Curl Curl 7.20.1 All All All

Application Curl Curl 7.21.1 All All All
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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