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CVE CVE-2010-3858
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback
Published 2010-11-30 21:38:23 UTC
Updated 2026-04-29 01:13:23 UTC

Description The setup_arg_pages function in fs/exec.c in the Linux kernel before 2.6.36, when CONFIG_STACK_GROWSDOWN is us

/ |

Risk And Classification

Primary CVSS: v2.0 4.9 from nvd@nist.gov

AV:L/AC:L/Au:N/C:N/I:N/A:C

Problem Types: CWE-400 | n/a

CVSS v2.0 Breakdown

\ccess Vector
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Low
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AV:L/AC:L/Au:N/C:N/I:N/A:C
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 10.04 All All All


https://cve.report/
https://cve.report/CVE-2010-3858/mitre
https://cve.report/CVE-2010-3858/nist
https://cve.report/CVE-2010-3858/cve_org
https://cve.report/api/cve/CVE-2010-3858.json
https://cve.report/CVE-2010-3858.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux

Operating System Canonical Ubuntu Linux 10.10 All All All
Operating System Canonical Ubuntu Linux 9.10 All All All
Operating System Debian Debian Linux 5.0 All All All
Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Support af854a3a-2127-422b-91ae-364d:
Debian -- Security Information -- DSA-2126-1 linux-2.6 af854a3a-2127-422b-91ae-364d.
Linux Kernel 'setup_arg_pages()' Denial of Service Vulnerability af854a83a-2127-422b-91ae-364d:
SecurityFocus af854a3a-2127-422b-91ae-364d:
Support / Security / Advisories // MDVSA-2010:257 | Mandriva af854a8a-2127-422b-91ae-364d:
oss-security - CVE request: kernel: setup_arg_pages: diagnose excessive argument size af854a3a-2127-422b-91ae-364d:
404 Not Found af854a3a-2127-422b-91ae-364d.
Linux Kernel 'setup_arg_pages()' Denial of Service Vulnerability af854a3a-2127-422b-91ae-364d:

645222 — (CVE-2010-3858) CVE-2010-3858 kernel: setup_arg_pages: diagnose excessive argument size  af854a3a-2127-422b-91ae-364d:

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364d.
USN-1041-1: Linux kernel vulnerabilities | Ubuntu af854a3a-2127-422b-91ae-364d:
About Secunia Research | Flexera af854a83a-2127-422b-91ae-364d:
Red Hat update for kernel - Secunia.com af854a3a-2127-422b-91ae-364d.
VMSA-2011-0012.2 af854a3a-2127-422b-91ae-364d:
Ubuntu update for linux and linux-ec2 - Advisories - Community af854a3a-2127-422b-91ae-364d:
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364d.
404: File not found af854a3a-2127-422b-91ae-364d.
oss-security - Re: CVE request: kernel: setup_arg_pages: diagnose excessive argument size af854a83a-2127-422b-91ae-364d:
kernel/git/torvalds/linux.git - Linux kernel source tree af854a3a-2127-422b-91ae-364d.
access.redhat.com af854a3a-2127-422b-91ae-364d:
kernel/git/torvalds/linux.git - Linux kernel source tree MITRE
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No vendor comments have been submitted for this CVE.
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http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
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http://www.securityfocus.com/bid/44301
http://www.securityfocus.com/archive/1/520102/100/0/threaded
http://www.mandriva.com/security/advisories?name=MDVSA-2010:257
http://www.openwall.com/lists/oss-security/2010/10/21/1
http://grsecurity.net/~spender/64bit_dos.c
http://www.exploit-db.com/exploits/15619
https://bugzilla.redhat.com/show_bug.cgi?id=645222
http://www.vupen.com/english/advisories/2011/0024
http://www.ubuntu.com/usn/USN-1041-1
http://secunia.com/advisories/46397
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http://www.vmware.com/security/advisories/VMSA-2011-0012.html
http://secunia.com/advisories/42758
http://www.vupen.com/english/advisories/2011/0070
http://www.kernel.org/pub/linux/kernel/v2.6/ChangeLog-2.6.36
http://www.openwall.com/lists/oss-security/2010/10/22/4
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=1b528181b2ffa14721fb28ad1bd539fe1732c583
http://www.redhat.com/support/errata/RHSA-2010-0958.html
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git;a=commit;h=1b528181b2ffa14721fb28ad1bd539fe1732c583
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There are currently no legacy QID mappings associated with this CVE.
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