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Summary

CVE CVE-2010-3868

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-11-17 16:00:00 UTC

Updated 2010-11-18 05:00:00 UTC

Description Red Hat Certificate System (RHCS) 7.3 and 8 and Dogtag Certificate System do not require authentication for requests to decrypt SCEP one-time PINs, which allows remote attackers to obtain PINs by sniffing the network for SCEP requests and then sending decryption requests to the Certificate Authority component.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Certificate System 7.3 All All All

Application Redhat Certificate System 8 All All All

Application Redhat Certificate System 7.3 All All All

Application Redhat Certificate System 8 All All All

Application Redhat Dogtag Certificate System All All All All

Application Redhat Dogtag Certificate System All All All All

References

Reference Source

Red Hat Customer Portal REDHAT

SecurityTracker.com Archives - Red Hat Certificate System Bugs Let Remote Users Obtain One-Time PINs and Generate Certificates SECTRACK

Red Hat Certificate Server MD5 and SCEP Vulnerabilities - Advisories - Community SECUNIA

Overview - dogtagpki - Pagure.io CONFIRM

648882 – (CVE-2010-3868) CVE-2010-3868 Certificate System: unauthenticated user can request SCEP one-time PIN decryption CONFIRM

Red Hat Customer Portal REDHAT

69149 OSVDB

CVE Program record CVE.ORG

https://cve.report/
https://cve.report/CVE-2010-3868/mitre
https://cve.report/CVE-2010-3868/nist
https://cve.report/CVE-2010-3868/cve_org
https://cve.report/CVE-2010-3868.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/certificate_system
http://cve.report/vendor/redhat
http://cve.report/software/redhat/certificate_system
http://cve.report/vendor/redhat
http://cve.report/software/redhat/certificate_system
http://cve.report/vendor/redhat
http://cve.report/software/redhat/certificate_system
http://cve.report/vendor/redhat
http://cve.report/software/redhat/dogtag_certificate_system
http://cve.report/vendor/redhat
http://cve.report/software/redhat/dogtag_certificate_system
https://rhn.redhat.com/errata/RHSA-2010-0837.html
http://securitytracker.com/id?1024697
http://secunia.com/advisories/42181
https://fedorahosted.org/pki/changeset/1261
https://bugzilla.redhat.com/show_bug.cgi?id=648882
https://rhn.redhat.com/errata/RHSA-2010-0838.html
http://www.osvdb.org/69149
https://www.cve.org/CVERecord?id=CVE-2010-3868


NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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