Hitpd: mod_ fcqgid: stack-based buffer overtlow In
fcgid _header bucket read() in
modules/fcgid/fcgid bucket.c
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CVE CVE-2010-3872
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-11-22 12:54:10 UTC
Updated 2026-04-29 01:13:23 UTC
Description A flaw was found in the mod_fcgid module of httpd. A malformed FastCGl response may result in a stack-based buffer ovel
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Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from secalert@redhat.com
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-121 | CWE-189 | CWE-121 Stack-based Buffer Overflow

Version Source Type Score  Severity Vector

3.1 secalert@redhat.com Secondary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
3.1 CNA CVSS 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
2.0 nvd@nist.gov Primary 7.2 AV:L/AC:L/Au:N/C:C/I:C/A:C
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NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application

Application

Vendor
Apache
Apache
Apache
Apache

Apache

Product

Mod Fcgid
Mod Fcgid
Mod Fcgid
Mod Fcgid

Mod Fcgid

Vendor Declared Affected Products

Version

Update
All
All
All
All

All

Edition

All

All

All

All

All

Language

All

All

All

All

All

Source

CNA

Vendor

Na

Red Hat

Red Hat

Red Hat

Fedora

Product

Mod Fcgid

Red Hat Enterprise Linux 7
Red Hat Enterprise Linux 8
Red Hat Enterprise Linux 9

Fedora

Version
unaffected 2.3.6
Not specified
Not specified
Not specified

Not specified

Platforms

Not specified
Not specified
Not specified
Not specified

Not specified
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Reference

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

osvdb.org/69275

Apache 'mod_fcgid' Module Unspecified Stack Buffer Overflow Vulnerability

[SECURITY] Fedora 14 Update: mod_fcgid-2.3.6-1.fc14

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

IBM X-Force Exchange

[ANNOUNCE] mod_fcgid 2.3.6 is released | Apache | Announce

[security-announce] openSUSE-SU-2011:0884-1: important: apache2-mod_fcgi
[security-announce] SUSE-SU-2011:0885-1: important: Security update for

49406 — malformed FastCGl response may overwrite heap

SECURITY: CVE-2010-3872 (cve.mitre.org) - apache/httpd-mod_fcgid@b1afa70 - GitHub
Webmail | OVH- OVH

Debian -- Page not found

Fedora update for mod_fcgid - Advisories - Community

2248172 — (CVE-2010-3872) CVE-2010-3872 httpd: mod_fcgid: stack-based buffer overflow in fcgid_header_bucket_read() in modules/fcgid/f
[SECURITY] Fedora 12 Update: mod_fcgid-2.3.6-1.fc12

Apache mod_fcgid Module "fcgid_header_bucket_read()" Security Issue - Advisories - Community
cve-details

[SECURITY] Fedora 13 Update: mod_fcgid-2.3.6-1.fc13

Debian update for libapache2-mod-fcgid - Advisories - Community

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Additional Advisory Data

Source Time Event
CNA 2023-10-17T00:00:00.000Z Reported to Red Hat.
CNA 2010-06-08T00:00:00.000Z Made public.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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