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Summary

CVE CVE-2010-3879

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-01-22 22:00:00 UTC

Updated 2020-11-10 19:00:00 UTC

Description FUSE, possibly 2.8.5 and earlier, allows local users to create mtab entries with arbitrary pathnames, and consequently unmount any filesystem, via a symlink attack on the parent directory of the mountpoint of a FUSE filesystem, a different vulnerability than CVE-2010-0789.

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libfuse Project Libfuse All All All All

References

Reference

Unmount Any Filesystem Using fusermount

Support / Security / Advisories / / MDVSA-2013:155 | Mandriva

IBM X-Force Exchange

Bug 651183 – CVE-2010-3879 CVE-2011-0541 CVE-2011-0542 CVE-2011-0543 fuse: unprivileged user can unmount arbitrary locations via symlink attack

Ubuntu update for fuse - Advisories - Community

[SECURITY] Fedora 14 Update: util-linux-ng-2.18-4.8.fc14

Bug #670622 “fusermount allows unmount any filesystem” : Bugs : “fuse” package : Ubuntu

FUSE "fusermount" Arbitrary Unmount Security Issue - Advisories - Community

oss-security - CVE request: fuse

USN-1045-2: util-linux update | Ubuntu

70520

[Full-Disclosure] Mailing List Charter

oss-security - Re: CVE request: fuse
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

USN-1045-1: FUSE vulnerability | Ubuntu

FUSE fusermount Tool Race Condition Vulnerability

#602333 - /usr/bin/fusermount: fusermount allows unmount any filesystem - Debian Bug report logs

[security-announce] SUSE Security Summary Report: SUSE-SR:2011:005

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Access Denied

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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