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Certain versions of Ie from Microsoft contain the following vulnerability:

The CTimeoutEventList::InsertIntoTimeoutList function in Microsoft
mshtml.dll uses a certain pointer value as part of producing Timer ID
values for the setTimeout and setInterval methods in VBScript and
JScript, which allows remote attackers to obtain sensitive information
about the heap memory addresses used by an application, as
demonstrated by the Internet Explorer 8 application.

CVSS2 Score: 4.3 - MEDIUM
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PARTIAL NONE NONE

CVE References

Description Tags Link

Security Webinars, Podcasts, Success Stories, White
Papers, and Datasheets | eEye Digital Security

www.eeye.com

text/html

 MISC www.eeye.com/Resources/Security-
Center/Research/Zero-Day-
Tracker/2010/20100630

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:11606

Stefano Di Paola on Twitter: "setTimeout(alert,0 ) mem
leak on FF ?"

nitter.domain.glass

text/html

 MISC
twitter.com/WisecWisec/statuses/17254776077

No Description Provided Exploit

archives.neohapsis.com

Inactive Link Not Archived

 BUGTRAQ 20100629 [0day] Microsoft
mshtml.dll
CTimeoutEventList::InsertIntoTimeoutList memory
leak

CVE-2010-3886 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/CVE-2010-3886/mitre
https://cve.report/CVE-2010-3886/nist
https://cve.report/CVE-2010-3886/cve_org
https://cve.report/CVE-2010-3886.pdf
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.eeye.com/Resources/Security-Center/Research/Zero-Day-Tracker/2010/20100630
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11606
http://nitter.domain.glass/WisecWisec/statuses/17254776077
http://archives.neohapsis.com/archives/bugtraq/2010-06/0259.html
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Ie 8 All All All

Application Microsoft Ie 8 All All All

Application Microsoft Internet Explorer 8 All All All

No vendor comments have been submitted for this CVE
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