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CVE-2010-3900

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCPIEPIAN Certain versions of Midori from Christian Dywan contain the following
vulnerability:

Midori before 0.2.5, when WebKitGTK+ before 1.1.14 or LibSoup
before 2.29.91 is used, does not verify X.509 certificates, which allows
man-in-the-middle attackers to spoof arbitrary https web sites via a
crafted server certificate, a related issue to CVE-2010-3312.

CVE-2010-3900 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 5.8- MEDIUM

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link

Midori in Launchpad () CONFIRM git.xfce.org/apps/midori/tree/ChangelLog

Webmail : Solution de messagerie professionnelle - [TTTATE NN (3 VUPEN ADV-2011-0212

OVHcloud- OVH

Validation, vending and Vala - Twotoasts.de () CONFIRM
www.twotoasts.de/index.php?/archives/30-Validation,-

vending-and-Vala.html

Midori 0.2.5 Released! @ MISC www.omgubuntu.co.uk/2010/05/midori-0-2-5-
released/

FS#168 : Self Signed SSL Certificates should (7) CONFIRM www.twotoasts.de/bugs/index.php?

generate a warning do=details&task_id=168

Not Archived



https://cve.report/
https://cve.report/CVE-2010-3900/mitre
https://cve.report/CVE-2010-3900/nist
https://cve.report/CVE-2010-3900/cve_org
https://cve.report/CVE-2010-3900.pdf
http://cve.report/software/christian_dywan/midori
http://cve.report/vendor/christian_dywan
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://git.xfce.org/apps/midori/tree/ChangeLog
http://www.vupen.com/english/advisories/2011/0212
http://www.twotoasts.de/index.php?/archives/30-Validation,-vending-and-Vala.html
http://www.omgubuntu.co.uk/2010/05/midori-0-2-5-released/
https://web.archive.org/web/2010/http://www.twotoasts.de/bugs/index.php?do=details&task_id=168

FS#743 : Add a flag to disable/warn about https () MISC www.twotoasts.de/bugs/index.php?

do=details&task_id=743
oss-security - Re: CVE request: epiphany not ¢ > MLIST [oss-security] 20100917 Re: CVE request:
checking ssl certs epiphany not checking ssl certs
[security-announce] SUSE Security Summary 9 SUSE SUSE-SR:2011:002
Report: SUSE-SR:2011:002
SUSE update for Multiple Packages - Secunia.com >{ SECUNIA 43068

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Christian Dywan Midori 0.1.10 All All All
Application Christian Dywan Midori 0.2.0 All All All
Application Christian Dywan Midori 0.2.1 All All All
Application Christian Dywan Midori 0.2.2 All All All
Application Christian Dywan Midori 0.2.3 All All All
Application Christian Dywan Midori All All All All
Application Christian Dywan Midori 0.1.10 All All All
Application Christian Dywan Midori 0.2.0 All All All
Application Christian Dywan Midori 0.2.1 All All All
Application Christian Dywan Midori 0.2.2 All All All
Application Christian Dywan Midori 0.2.3 All All All
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cpe:2.3:a:christian_dywan:midori:0.2.3:*:*:*:**:*:*:

cpe:2.3:a:christian_dywan:midori:0.2.0:*:*:* " *:*:
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cpe:2.3:a:christian_dywan:midori:0.2.1 " " ™
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cpe:2.3:a:christian_dywan:midori:0.2.3:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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