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CVE CVE-2010-3904
State PUBLISHED
Assigner canonical

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-12-06 20:13:00 UTC
Updated 2026-04-21 17:29:12 UTC
Description The rds_page_copy_user function in net/rds/page.c in the Reliable Datagram Sockets (RDS) protocol implementation in the
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Risk And Classification

Version Source

3.1 nvd@nist.gov

3.1 ADP

3.1 134c704f-9b21-4f2e-91b3-4a467353bccO
2.0 nvd@nist.gov

CVSS v3.1 Breakdown

\ttack Vector
\ttack Complexity
>rivileges Required
Jser Interaction

3cope

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Type
Primary
DECLARED
Secondary

Primary

Primary CVSS: v3.1 7.8 HIGH from nvd@nist.gov

EPSS: 0.014470000 probability, percentile 0.808150000 (date 2026-04-23)
CISA KEV: Listed on 2023-05-12; due 2023-06-02; ransomware use Unknown

Problem Types: CWE-1284 | n/a | CWE-noinfo Not enough information

Score Severity Vector

7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
7.2 AV:L/AC:L/Au:N/C:C/I:C/A:C


https://cve.report/
https://cve.report/CVE-2010-3904/mitre
https://cve.report/CVE-2010-3904/nist
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https://cve.report/api/cve/CVE-2010-3904.json
https://cve.report/CVE-2010-3904.pdf

Sonfidentiality
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\vailability

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

/

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

Complete

ntegrity

Complete

\vailability

Complete

AV:L/AC:L/Au:N/C:C/I:C/A:C

/
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CISA Known Exploited Vulnerability

Vendor

Product

Name

Required Action

Notes

Linux
Kernel

Linux Kernel Improper Input Validation Vulnerability

The impacted product is end-of-life and should be disconnected if still in use.

https://Ikml.iu.edu/hypermail/linux/kernel/1601.3/06474.html; https://nvd.nist.gov/vuln/detail/CVE-2010-

3904

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System

Operating System

Vendor

Canonical

Canonical

Canonical

Canonical

Canonical

Product

Ubuntu Linux

Ubuntu Linux

Ubuntu Linux

Ubuntu Linux

Ubuntu Linux

[ [ PSR I YU

Version

10.04

10.10

6.06

8.04

9.04

Update
All
All
All
All

All

Edition

All

All

All

All

All

Language

All

All

All

All

All


http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux

vperdurig oysierrn wdnorincdl UDUrIw Lirnux Y.1vV Al
Operating System Linux Linux Kernel All All
Operating System Opensuse Opensuse 11.2 All
Operating System Opensuse Opensuse 11.3 All
Operating System Redhat Enterprise Linux 5.0 All
Operating System Redhat Enterprise Linux 6.0 All
Operating System Suse Linux Enterprise Desktop 11 sp1
Operating System Suse Linux Enterprise Real Time Extension 11 spi
Operating System Suse Linux Enterprise Server 11 sp1
Operating System Vmware Esxi 3.5 All
Operating System Vmware Esxi 4.0 All
Operating System Vmware Esxi 4.1 All
Operating System Vmware Esxi 5.0 All

Vendor Declared Affected Products

Al

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

kernel/git/torvalds/linux.git - Linux kernel source tree

VSR | 404 Not Found

Support

SecurityTracker.com Archives - Linux Kernel RDS Protocol Bug Lets Local Users Gain Elevated Privileges
[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20
Bug 642896 — CVE-2010-3904 kernel: RDS sockets local privilege escalation
SecurityFocus

www.cisa.gov/known-exploited-vulnerabilities-catalog

VSR Security Advisories

USN-1000-1: Linux kernel vulnerabilities | Ubuntu

[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20
US-CERT Vulnerability Note VU#362983

About Secunia Research | Flexera

VMSA-2011-0012.2

404: File not found

Linux 2.6.30 < 2.6.36-rc8 - Reliable Datagram Sockets (RDS) Privilege Escalation (Metasploit) - Linux local Exploit

vReliahle Natanram Snrkete (RNKQ) rde nane rnnv 11cer Privilene Feralatinn ~ Parket Starm

Source

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

134c704f-9b21-4f2e-91k

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91
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afRR4aRa-2197-499h-Q1
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http://securitytracker.com/id?1024613
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https://bugzilla.redhat.com/show_bug.cgi?id=642896
http://www.securityfocus.com/archive/1/520102/100/0/threaded
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http://www.vsecurity.com/resources/advisory/20101019-1/
http://www.ubuntu.com/usn/USN-1000-1
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http://www.kb.cert.org/vuls/id/362983
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http://www.kernel.org/pub/linux/kernel/v2.6/ChangeLog-2.6.36
https://www.exploit-db.com/exploits/44677/
http://packetstormsecurity.com/files/155751/vReliable-Datagram-Sockets-RDS-rds_page_copy_user-Privilege-Escalation.html
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[security-announce] SUSE Security Announcement: Realtime Linux Kernel (S af854a3a-2127-422b-91
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kernel/git/torvalds/linux.git - Linux kernel source tree MITRE
CVE Program record CVE.ORG
NVD vulnerability detail NVD
CISA Known Exploited Vulnerabilities catalog CISA
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No vendor comments have been submitted for this CVE.

Additional Advisory Data

Source Time Event

ADP 2023-05-12T00:00:00.000Z CVE-2010-3904 added to CISA KEV

There are currently no legacy QID mappings associated with this CVE.
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