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Summary

CVE CVE-2010-3920

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-12-08 20:00:00 UTC

Updated 2011-03-11 03:48:00 UTC

Description The Seiko Epson printer driver installers for LP-S9000 before 4.1.11 and LP-S7100 before 4.1.7, or as downloaded from the vendor between May 2010 and 20101125, set weak permissions for the "C:\Program Files" folder, which might allow local users to bypass intended access restrictions and create or modify arbitrary files and directories.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Epson Lp-s7100 All All All All

Hardware Epson Lp-s7100 All All All All

Application Epson Lp-s7100 Driver 4.1.0 All All All All

Application Epson Lp-s7100 Driver 4.1.0 All All All All

Application Epson Lp-s7100 Driver 4.1.7 All All All All

Application Epson Lp-s7100 Driver 4.1.7 All All All All

Hardware Epson Lp-s9000 All All All All

Hardware Epson Lp-s9000 All All All All

Application Epson Lp-s9000 Driver 4.1.0 All All All All

Application Epson Lp-s9000 Driver 4.1.0 All All All All

Application Epson Lp-s9000 Driver 4.1.11 All All All All

Application Epson Lp-s9000 Driver 4.1.11 All All All All
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Epson LP-S7100 / LP-S9000 Drivers Insecure Default Permissions - Advisories - Community SECUNIA secunia.com Vendor Advisory

JVN#62736872: Vulnerability in Epson printer driver installer where access permissions are changed JVN jvn.jp

JVNDB-2010-000059 JVNDB jvndb.jvn.jp

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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