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Summary

CVE CVE-2010-3934

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-10-14 19:00:00 UTC

Updated 2010-10-15 04:00:00 UTC

Description The browser in Research In Motion (RIM) BlackBerry Device Software 5.0.0.593 Platform 5.1.0.147 on the BlackBerry 9700 does not properly restrict cross-domain execution of JavaScript, which allows remote attackers to bypass the Same Origin Policy via vectors related to a window.open call and an IFRAME element. 

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Rim Blackberry 9700 All All All All

Hardware Rim Blackberry 9700 All All All All

Application Rim Blackberry Device Software 5.0.0.593 All All All

Application Rim Blackberry Device Software 5.0.0.593 All All All

References

Reference Source Link

Files ≈ Packet Storm MISC packetstormsecurity.org

SecurityTracker.com Archives - Blackberry OS Browser Flaow Permits Cross-Domain Scripting Attacks SECTRACK securitytracker.com

BlackBerry Device Software Browser Cross-Origin Security Bypass - Advisories - Community SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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