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CVE CVE-2010-3960
State PUBLIC
Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-12-16 19:33:00 UTC
Updated 2018-10-12 21:58:00 UTC
Description Hyper-V in Microsoft Windows Server 2008 Gold, SP2, and R2 allows guest OS users to cause a denial of service (host OS
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows Server 2008 All All x64 All
Operating System Microsoft Windows Server 2008 All sp2 x64 All
Operating System Microsoft Windows Server 2008 r2 All x64 All
Operating System Microsoft Windows Server 2008 All All x64 All
Operating System Microsoft Windows Server 2008 All sp2 x64 All
Operating System Microsoft Windows Server 2008 r2 All x64 All

References |
Reference Source Link
Webmail - OVH VUPEN WWW.vup:
Microsoft Hyper-V VMBus Denial of Service Vulnerability BID WWW.SEeC!
69818 OSvDB osvdb.or¢
Microsoft Security Bulletin MS10-102 - Important | Microsoft Docs MS docs.mict
US-CERT Technical Cyber Security Alert TA10-348A -- Microsoft Updates for Multiple Vulnerabilities CERT WWW.US-C
Microsoft Hyper-V Input Validation Flaw Lets Local Guest Operating System Users Deny Service - SecurityTracker SECTRACK www.secl
Repository / Oval Repository OVAL oval.cisec
Microsoft Windows Hyper-V VMBus Denial of Service Vulnerability - Secunia.com SECUNIA secunia.c
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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