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Use-after-free vulnerability in Microsoft Internet Explorer 6, 7, and 8 allows remote attackers to execute arbitrary code via v

Risk And Classification

EPSS: 0.899430000 probability, percentile 0.995780000 (date 2026-04-17)
CISA KEV: Listed on 2025-10-06; due 2025-10-27; ransomware use Unknown
Problem Types: CWE-416

CISA Known Exploited Vulnerability

Vendor
Product
Name

Required Action

Notes

Microsoft
Internet Explorer
Microsoft Internet Explorer Uninitialized Memory Corruption Vulnerability

Apply mitigations per vendor instructions, follow applicable BOD 22-01 guidance for cloud services, or
discontinue use of the product if mitigations are unavailable.

https://learn.microsoft.com/en-us/security-updates/SecurityAdvisories/2010/24585117?
redirectedfrom=MSDN ; https://nvd.nist.gov/vuln/detail/CVE-2010-3962

NVD Known Affected Configurations (CPE 2.3)
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Application
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Application
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Annliratinn

Vendor Product Version Update Edition Language
Microsoft le 6 All All All
Microsoft le 7 All All All
Microsoft le 8 All All All
Microsoft le 6 All All All
Microsoft le 7 All All All
Microsoft le 8 All All All
Micraanft Intarnat Fynlarar 3 All All All
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Operating System Microsoft Windows Vista All sp2 x64 All
Operating System Microsoft Windows Vista - spil All All
Operating System Microsoft Windows Vista - sp2 All All
Operating System Microsoft Windows Vista All sp1 All All
Operating System Microsoft Windows Vista All sp1 x64 All
Operating System Microsoft Windows Vista All sp2 All All
Operating System Microsoft Windows Vista All sp2 x64 All
Operating System Microsoft Windows Vista - sp1l All All
Operating System Microsoft Windows Vista - sp2 All All
Operating System Microsoft Windows Xp All sp3 All All
Operating System Microsoft Windows Xp - sp2 All All
Operating System Microsoft Windows Xp - sp2 All All
Operating System Microsoft Windows Xp - sp2 x64 All
Operating System Microsoft Windows Xp - sp3 All All
Operating System Microsoft Windows Xp All sp3 All All
Operating System Microsoft Windows Xp - sp2 x64 All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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