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CVE CVE-2010-3972
State PUBLIC
Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2010-12-23 18:00:00 UTC
Updated 2021-02-05 15:37:00 UTC

Description Heap-based buffer overflow in the TELNET_STREAM_CONTEXT::OnSendData function in ftpsvc.dll in Microsoft FTP Serv
i

/ |

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft Internet Information Services 7.5 All All All

Application Microsoft Internet Information Services 7.5 All All All

Reference Sour:
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPE
US-CERT Vulnerability Note VU#842372 CER’
Microsoft IIS FTP Server Telnet IAC Character Encoding Vulnerability - Advisories - Community SECL
Security Tracker: Microsoft IS FTP Server Lets Remote Users Deny Service SECT

Assessing the risk of public issues currently being tracked by the MSRC - Security Research & Defense - Site Home - TechNet Blogs  MISC

Microsoft Security Bulletin MS11-004 - Important | Microsoft Docs MS
Repository / Oval Repository OVAIL
Windows 7 11IS7.5 FTPSVC UNAUTH'D Remote DoS PoC EXPL
IBM X-Force Exchange XF
Microsoft [IS FTP Service Remote Buffer Overflow Vulnerability BID
CVE Program record CVE.

NVD vulnerability detail NVD



https://cve.report/
https://cve.report/CVE-2010-3972/mitre
https://cve.report/CVE-2010-3972/nist
https://cve.report/CVE-2010-3972/cve_org
https://cve.report/CVE-2010-3972.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/internet_information_services
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/internet_information_services
http://www.vupen.com/english/advisories/2010/3305
http://www.kb.cert.org/vuls/id/842372
http://secunia.com/advisories/42713
http://www.securitytracker.com/id?1024921
http://blogs.technet.com/b/srd/archive/2011/01/07/assessing-the-risk-of-public-issues-currently-being-tracked-by-the-msrc.aspx
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2011/ms11-004
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A12370
http://www.exploit-db.com/exploits/15803
https://exchange.xforce.ibmcloud.com/vulnerabilities/64248
http://www.securityfocus.com/bid/45542
https://www.cve.org/CVERecord?id=CVE-2010-3972
https://nvd.nist.gov/vuln/detail/CVE-2010-3972
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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