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CVE CVE-2010-3978
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-11-17 16:00:00 UTC
Updated 2018-10-10 20:06:00 UTC
Description Spree 0.11.x before 0.11.2 and 0.30.x before 0.30.0 exchanges data using JavaScript Object Notation (JSON) without a me
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Spreecommerce Spree 0.11.0 All All All
Application Spreecommerce Spree 0.11.1 All All All
Application Spreecommerce Spree 0.30.0 betat All All
Application Spreecommerce Spree 0.11.0 All All All
Application Spreecommerce Spree 0.11.1 All All All
Application Spreecommerce Spree 0.30.0 betat All All
References |
Reference
SecurityFocus

Blog « Open Source E-Commerce for Ruby on Rails

Security Advisory: Spree e-commerce JSON v.0.11x

SECURITY FIX: Do not allow access to REST API without valid token in ... - railsdog/spree@19944bd - GitHub

JSON Hijacking Vulnerability

Conviso App Security on Twitter: "JSON Hijacking no Spree, falha identificada e corrigida: http://www.conviso.com.br/json-hijacking-vulnerabil
Blog « Open Source E-Commerce for Ruby on Rails

SECURITY FIX: Do not allow GET access to JSON views without including... - railsdog/spree@d881b2b - GitHub
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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