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Summary

CVE CVE-2010-4015

State PUBLIC

Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-02-02 01:00:00 UTC

Updated 2023-11-07 02:06:00 UTC

Description Buffer overflow in the gettoken function in contrib/intarray/_int_bool.c in the intarray array module in PostgreSQL 9.0.x before 9.0.3, 8.4.x before 8.4.7, 8.3.x before 8.3.14, and 8.2.x before 8.2.20 allows remote authenticated users to cause a denial of service (crash) and possibly execute arbitrary code via integers with a large number of digits to unspecified functions.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Postgresql Postgresql 8.2 All All All

Application Postgresql Postgresql 8.2.1 All All All

Application Postgresql Postgresql 8.2.10 All All All

Application Postgresql Postgresql 8.2.11 All All All

Application Postgresql Postgresql 8.2.12 All All All

Application Postgresql Postgresql 8.2.13 All All All

Application Postgresql Postgresql 8.2.14 All All All

Application Postgresql Postgresql 8.2.15 All All All

Application Postgresql Postgresql 8.2.16 All All All

Application Postgresql Postgresql 8.2.17 All All All

Application Postgresql Postgresql 8.2.18 All All All

Application Postgresql Postgresql 8.2.19 All All All

Application Postgresql Postgresql 8.2.2 All All All

Application Postgresql Postgresql 8.2.3 All All All

Application Postgresql Postgresql 8.2.4 All All All

Application Postgresql Postgresql 8.2.5 All All All

Application Postgresql Postgresql 8.2.6 All All All
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Application Postgresql Postgresql 8.2.6 All All All

Application Postgresql Postgresql 8.2.7 All All All

Application Postgresql Postgresql 8.2.8 All All All

Application Postgresql Postgresql 8.2.9 All All All

Application Postgresql Postgresql 8.3 All All All

Application Postgresql Postgresql 8.3.1 All All All

Application Postgresql Postgresql 8.3.10 All All All

Application Postgresql Postgresql 8.3.11 All All All

Application Postgresql Postgresql 8.3.12 All All All

Application Postgresql Postgresql 8.3.13 All All All

Application Postgresql Postgresql 8.3.2 All All All

Application Postgresql Postgresql 8.3.3 All All All

Application Postgresql Postgresql 8.3.4 All All All

Application Postgresql Postgresql 8.3.5 All All All

Application Postgresql Postgresql 8.3.6 All All All

Application Postgresql Postgresql 8.3.7 All All All

Application Postgresql Postgresql 8.3.8 All All All

Application Postgresql Postgresql 8.3.9 All All All

Application Postgresql Postgresql 8.4 All All All

Application Postgresql Postgresql 8.4.1 All All All

Application Postgresql Postgresql 8.4.2 All All All

Application Postgresql Postgresql 8.4.3 All All All

Application Postgresql Postgresql 8.4.4 All All All

Application Postgresql Postgresql 8.4.5 All All All

Application Postgresql Postgresql 8.4.6 All All All

Application Postgresql Postgresql 9.0 All All All

Application Postgresql Postgresql 9.0.1 All All All

Application Postgresql Postgresql 9.0.2 All All All

Application Postgresql Postgresql 8.2 All All All

Application Postgresql Postgresql 8.2.1 All All All

Application Postgresql Postgresql 8.2.10 All All All

Application Postgresql Postgresql 8.2.11 All All All

Application Postgresql Postgresql 8.2.12 All All All

Application Postgresql Postgresql 8.2.13 All All All

Application Postgresql Postgresql 8.2.14 All All All

Application Postgresql Postgresql 8.2.15 All All All
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Application Postgresql Postgresql 8.2.16 All All All

Application Postgresql Postgresql 8.2.17 All All All

Application Postgresql Postgresql 8.2.18 All All All

Application Postgresql Postgresql 8.2.19 All All All

Application Postgresql Postgresql 8.2.2 All All All

Application Postgresql Postgresql 8.2.3 All All All

Application Postgresql Postgresql 8.2.4 All All All

Application Postgresql Postgresql 8.2.5 All All All

Application Postgresql Postgresql 8.2.6 All All All

Application Postgresql Postgresql 8.2.7 All All All

Application Postgresql Postgresql 8.2.8 All All All

Application Postgresql Postgresql 8.2.9 All All All

Application Postgresql Postgresql 8.3 All All All

Application Postgresql Postgresql 8.3.1 All All All

Application Postgresql Postgresql 8.3.10 All All All

Application Postgresql Postgresql 8.3.11 All All All

Application Postgresql Postgresql 8.3.12 All All All

Application Postgresql Postgresql 8.3.13 All All All

Application Postgresql Postgresql 8.3.2 All All All

Application Postgresql Postgresql 8.3.3 All All All

Application Postgresql Postgresql 8.3.4 All All All

Application Postgresql Postgresql 8.3.5 All All All

Application Postgresql Postgresql 8.3.6 All All All

Application Postgresql Postgresql 8.3.7 All All All

Application Postgresql Postgresql 8.3.8 All All All

Application Postgresql Postgresql 8.3.9 All All All

Application Postgresql Postgresql 8.4 All All All

Application Postgresql Postgresql 8.4.1 All All All

Application Postgresql Postgresql 8.4.2 All All All

Application Postgresql Postgresql 8.4.3 All All All

Application Postgresql Postgresql 8.4.4 All All All

Application Postgresql Postgresql 8.4.5 All All All

Application Postgresql Postgresql 8.4.6 All All All

Application Postgresql Postgresql 9.0 All All All

Application Postgresql Postgresql 9.0.1 All All All

Application Postgresql Postgresql 9.0.2 All All All
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Application Postgresql Postgresql 9.0.2 All All All

References

Reference Source Link

Fedora update for PostgreSQL - Secunia.com SECUNIA secunia.com

Ubuntu update for postgresql - Secunia.com SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

70740 OSVDB osvdb.org

Support REDHAT www.redhat.com

USN-1058-1: PostgreSQL vulnerability | Ubuntu UBUNTU www.ubuntu.com

[SECURITY] Fedora 14 Update: postgresql-8.4.7-1.fc14 FEDORA lists.fedoraproject.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

PostgreSQL: Security Information CONFIRM www.postgresql.org

Debian -- Security Information -- DSA-2157-1 postgresql-8.3, postgresql-8.4, postgresql-9.0 DEBIAN www.debian.org

PostgreSQL 'intarray' Module 'gettoken()' Buffer Overflow Vulnerability BID www.securityfocus.com

Debian update for postgresql - Secunia.com SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

'[security bulletin] HPSBMU02781 SSRT100617 rev.1 - HP Network Node Manager i (NNMi) for HP-UX, Linux' - MARC HP marc.info

PostgreSQL "intarray" Module "gettoken()" Buffer Overflow Vulnerability - Advisories - Community SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

PostgreSQL: News: Security update 2011-02-01 released CONFIRM www.postgresql.org

Red Hat update for postgresql84 - Advisories - Community SECUNIA secunia.com

git.postgresql.org Git - postgresql.git/commitdiff git.postgresql.org

Support / Security / Advisories / / MDVSA-2011:021 | Mandriva MANDRIVA www.mandriva.com

git.postgresql.org Git - postgresql.git/commitdiff CONFIRM git.postgresql.org

Webmail- OVH VUPEN www.vupen.com

Webmail- OVH VUPEN www.vupen.com

[security-announce] SUSE Security Summary Report: SUSE-SR:2011:005 SUSE lists.opensuse.org

[SECURITY] Fedora 13 Update: postgresql-8.4.7-1.fc13 FEDORA lists.fedoraproject.org

Juniper Networks - 2015-10 Security Bulletin: CTPView: Multiple Vulnerabilities in CTPView CONFIRM kb.juniper.net

Support REDHAT www.redhat.com

Red Hat update for postgresql - Advisories - Community SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

http://cve.report/vendor/postgresql
http://cve.report/software/postgresql/postgresql
http://secunia.com/advisories/43240
http://secunia.com/advisories/43154
http://www.vupen.com/english/advisories/2011/0278
http://osvdb.org/70740
http://www.redhat.com/support/errata/RHSA-2011-0198.html
http://www.ubuntu.com/usn/USN-1058-1
http://lists.fedoraproject.org/pipermail/package-announce/2011-February/053817.html
http://www.vupen.com/english/advisories/2011/0283
http://www.postgresql.org/support/security
http://www.debian.org/security/2011/dsa-2157
http://www.securityfocus.com/bid/46084
http://secunia.com/advisories/43155
http://www.vupen.com/english/advisories/2011/0299
http://www.vupen.com/english/advisories/2011/0303
http://marc.info/?l=bugtraq&m=134124585221119&w=2
http://secunia.com/advisories/43144
https://exchange.xforce.ibmcloud.com/vulnerabilities/65060
http://www.vupen.com/english/advisories/2011/0349
http://www.postgresql.org/about/news.1289
http://secunia.com/advisories/43188
http://git.postgresql.org/gitweb?p=postgresql.git%253Ba=commitdiff%253Bh=7ccb6dc2d3e266a551827bb99179708580f72431
http://www.mandriva.com/security/advisories?name=MDVSA-2011:021
http://git.postgresql.org/gitweb?p=postgresql.git;a=commitdiff;h=7ccb6dc2d3e266a551827bb99179708580f72431
http://www.vupen.com/english/advisories/2011/0287
http://www.vupen.com/english/advisories/2011/0262
http://lists.opensuse.org/opensuse-security-announce/2011-04/msg00000.html
http://lists.fedoraproject.org/pipermail/package-announce/2011-February/053888.html
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10705
http://www.redhat.com/support/errata/RHSA-2011-0197.html
http://secunia.com/advisories/43187
https://www.cve.org/CVERecord?id=CVE-2010-4015
https://nvd.nist.gov/vuln/detail/CVE-2010-4015


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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