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Summary

CVE CVE-2010-4021

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-12-02 16:22:00 UTC

Updated 2020-01-21 15:45:00 UTC

Description The Key Distribution Center (KDC) in MIT Kerberos 5 (aka krb5) 1.7 does not properly restrict the use of TGT credentials for armoring TGS requests, which might allow remote authenticated users to impersonate a client by rewriting an inner request, aka a "KrbFastReq forgery issue."

Risk And Classification

Problem Types: CWE-264 | CWE-16

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mit Kerberos 5 1.7 All All All

Application Mit Kerberos 5 1.7 All All All

References
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APPLE-SA-2011-03-21-1 Mac OS X v10.6.7 and Security Update 2011-001

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:023
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VMSA-2011-0007

SecurityFocus
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

69607

USN-1030-1: Kerberos vulnerabilities | Ubuntu

SecurityFocus

VMware KB: VMware ESXi 4.1 Patch ESXi410-201104401-SG: Updates Firmware

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:024
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[Security-announce] VMSA-2011-0007 VMware ESXi and ESX Denial of Service and third party updates for Likewise components and ESX Service Console

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

About the security content of Mac OS X v10.6.7 and Security Update 2011-001

web.mit.edu/kerberos/advisories/MITKRB5-SA-2010-007.txt

Support / Security / Advisories / / MDVSA-2010:246 | Mandriva

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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