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CVE CVE-2010-4022
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2011-02-10 18:00:00 UTC
Updated 2020-01-21 15:46:00 UTC

Description The do_standalone function in the MIT krb5 KDC database propagation daemon (kpropd) in Kerberos 1.7, 1.8, and 1.9, wh

1|

/ ]

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mit Kerberos 5 1.7 All All All

Application Mit Kerberos 5 1.8 All All All

Application Mit Kerberos 5 1.9 All All All

Application Mit Kerberos 5 1.7 All All All

Application Mit Kerberos 5 1.8 All All All

Application Mit Kerberos 5 1.9 All All All

Reference Source Lin
web.mit.edu/kerberos/advisories/MITKRB5-SA-2011-001.txt CONFIRM  wel
mit kerberos 5-1.9 kpropd denial of service - CXSecurity.com SREASON  sec

Kerberos KDC Database Propagation Daemon Input Validation Flaw Lets Remote Users Deny Service - SecurityTracker SECTRACK ww

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN ww
[security-announce] SUSE Security Summary Report: SUSE-SR:2011:004 SUSE lists
MIT Kerberos 'kpropd' Remote Denial Of Service Vulnerability BID ww
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN ww

SecurityFocus BUGTRAQ ww
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https://cve.report/api/cve/CVE-2010-4022.json
https://cve.report/CVE-2010-4022.pdf
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos_5
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos_5
http://cve.report/vendor/mit
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http://cve.report/software/mit/kerberos_5
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos_5
http://web.mit.edu/kerberos/advisories/MITKRB5-SA-2011-001.txt
http://securityreason.com/securityalert/8070
http://www.securitytracker.com/id?1025035
http://www.vupen.com/english/advisories/2011/0333
http://lists.opensuse.org/opensuse-security-announce/2011-02/msg00004.html
http://www.securityfocus.com/bid/46269
http://www.vupen.com/english/advisories/2011/0347
http://www.securityfocus.com/archive/1/516286/100/0/threaded

Kerberos Multiple Denial of Service Vulnerabilities - Secunia.com SECUNIA sec
Support / Security / Advisories / / MDVSA-2011:025 | Mandriva MANDRIVA  ww
Support REDHAT ww
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN ww
Red Hat update for krb5 - Secunia.com SECUNIA sec
Webmail - OVH VUPEN ww
CVE Program record CVE.ORG ww
NVD vulnerability detail NVD nvc
(| | 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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