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Summary

CVE CVE-2010-4040

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-10-21 19:00:00 UTC

Updated 2020-07-31 17:33:00 UTC

Description Google Chrome before 7.0.517.41 does not properly handle animated GIF images, which allows remote attackers to cause a denial of service (memory corruption) or possibly have unspecified other impact via a crafted image.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 6.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 6.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Application Google Chrome All All All All

Application Google Chrome All All All All

Operating System Opensuse Opensuse All All All All

References

Reference Source Link Tags

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Not Applicable

Google Chrome prior to 7.0.517.41 Multiple Security Vulnerabilities BID www.securityfocus.com Third Party Advisory, VDB Entry

Google Chrome Multiple Vulnerabilities - Advisories - Community SECUNIA secunia.com Broken Link

Repository / Oval Repository OVAL oval.cisecurity.org Third Party Advisory

Google Chrome Releases: Stable Channel Update CONFIRM googlechromereleases.blogspot.com Release Notes, Vendor Advisory

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Not Applicable

54500 - chromium - An open-source project to help move the web forward. - Monorail CONFIRM code.google.com Exploit, Issue Tracking, Mailing List, Vendor Advisory
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Not Applicable

[security-announce] SUSE Security Summary Report: SUSE-SR:2011:002 SUSE lists.opensuse.org Mailing List, Third Party Advisory

Debian -- Security Information -- DSA-2188-1 webkit DEBIAN www.debian.org Third Party Advisory

Support / Security / Advisories / / MDVSA-2011:039 | Mandriva MANDRIVA www.mandriva.com Broken Link

SUSE update for Multiple Packages - Secunia.com SECUNIA secunia.com Broken Link

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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