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CVE-2010-4050

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCNINAP Certain versions of Opera Browser from Opera contain the following
’ vulnerability:

Opera before 10.63 allows remote attackers to cause a denial of
service (memory corruption) by referencing an SVG document in an
IMG element.

CVE-2010-4050 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 4.3-MEDIUM

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Opera: Opera 10.63 for UNIX changelog O CONFIRM www.opera.com/docs/changelogs/unix/1063/

Repository / Oval Repository () OVAL oval:org.mitre.oval:def:11699

Opera: Opera 10.63 for Windows changelog O CONFIRM www.opera.com/docs/changelogs/windows/1063/

Opera: Opera 10.63 for Mac changelog O CONFIRM www.opera.com/docs/changelogs/mac/1063/
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve renort
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Opera Opera Browser 10.00 All All All
Application Opera Opera Browser 10.00 betal All All
Application Opera Opera Browser 10.00 beta2 All All
Application Opera Opera Browser 10.00 beta3 All All
Application Opera Opera Browser 10.01 All All All
Application Opera Opera Browser 10.10 All All All
Application Opera Opera Browser 10.10 betal All All
Application Opera Opera Browser 10.50 All All All
Application Opera Opera Browser 10.50 betal All All
Application Opera Opera Browser 10.50 beta2 All All
Application Opera Opera Browser 10.51 All All All
Application Opera Opera Browser 10.52 All All All
Application Opera Opera Browser 10.53 All All All
Application Opera Opera Browser 10.53 b All All
Application Opera Opera Browser 10.54 All All All
Application Opera Opera Browser 10.60 All All All
Application Opera Opera Browser 10.60 betal All All
Application Opera Opera Browser 10.61 All All All
Application Opera Opera Browser 5.0 All All All
Application Opera Opera Browser 5.0 beta2 All All
Application Opera Opera Browser 5.0 beta3 All All
Application Opera Opera Browser 5.0 beta4 All All
Application Opera Opera Browser 5.0 beta5 All All
Application Opera Opera Browser 5.0 betab All All
Application Opera Opera Browser 5.0 beta7 All All
Application Opera Opera Browser 5.0 beta8 All All
Application Opera Opera Browser 5.02 All All All
Application Opera Opera Browser 5.10 All All All
Application Opera Opera Browser 5.11 All All All
Application Opera Opera Browser 5.12 All All All
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Application
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Application
Application
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Opera
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Opera Browser
Opera Browser
Opera Browser
Opera Browser
Opera Browser
Opera Browser
Opera Browser
Opera Browser
Opera Browser
Opera Browser
Opera Browser

akak koK kR k.

cpe:2.3:a:opera:opera_browser:10.00:*:*:*:*:**:*:

cpe:2.3:a:opera:opera_browser:10.00:betal

akLkuk ok akakk,

cpe:2.3:a:opera:opera_browser:10.52:*:*:*:*:*:*:*:

ARk koK k Kk,

cpe:2.3:a:0pera:opera_browser:10.53:*:* """

dkLk kKK k.

cpe:2.3:a:opera:opera_browser:10.53:b:":*:**:*:*:

ARk koK Lk LKk,

cpe:2.3:a:opera:opera_browser:10.54:*:* "

cpe:2.3:a:opera:opera_browser:10.60:betal

AkLkLk kKR k.

cpe:2.3:a:opera:opera_browser:10.61:*:*: " :*:*:

cpe:2.3:a:opera:opera_browser:5.0

AkLk kKKK k.

Sk Kk kR ok,

kKK kKK,
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Kk kKKK,

cpe:2.3:a:opera:opera_browser:5.0:beta2:*:*:*:*:*:*:

Sk kKR k.

cpe:2.3:a:opera:opera_browser:5.0:beta3:*:*:*:*:*:*:

KKKk kK,

cpe:2.3:a:opera:opera_browser:5.0:betad:*:*:*:*:*:*:

SRk KKk k.

cpe:2.3:a:opera:opera_browser:5.0:beta6:*:*:*:*:*:*:

SRk Lk KKk,

cpe:2.3:a:opera:opera_browser:5.0:beta7:*:*:*:**:*:

SRk kKR k.

cpe:2.3:a:opera:opera_browser:5.0:beta8:*:*:*:*:*:*:

Sk Kk kR akak.

cpe:2.3:a:opera:opera_browser:5.02::*:

Sk Rk kR akak.

cpe:2.3:a:opera:opera_browser:5.11:

Skakakakakakak.

cpe:2.3:a:opera:opera_browser:5.12:%:

cpe:2.3:a:opera:opera_browser:6.0:*:":

skukakakakakak.

cpe:2.3:a:opera:opera_browser:6.04:*:*:*:**

skakakukakakak.

cpe:2.3:a:0pera:opera_browser:6.05:":* 7

skkakukakakak.

cpe:2.3:a:opera:opera_browser:6.06:":*:*:*: "

akLk kKK kK,

cpe:2.3:a:0pera:opera_browser:6.1:*:*:

kKK kKK,

cpe:2.3:a:0pera:opera_browser:6.1:betat:*:*:*:*:*:*:

Skuk ok ukakakak.

cpe:2.3:a:opera:opera_browser:6.12:*:*:*:***:*:

ARk kKK kK,

cpe:2.3:a:opera:opera_browser:7.0:*:



KKKk kK.

cpe:2.3:a:opera:opera_browser:7.0:betat:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:opera:opera_browser:7.0:beta2:*:*:*:*:*:*:

Skuk ok akakakak.

cpe:2.3:a:opera:opera_browser:7.01:

dkk ok k ok akak.

cpe:2.3:a:opera:opera_browser:7.02::

Skuk ok akakakak.

cpe:2.3:a:opera:opera_browser:7.03::

Skak ok k ok akak.

cpe:2.3:a:opera:opera_browser:7.10:

dkak kR akak.

cpe:2.3:a:opera:opera_browser:7.10:betat :*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a:opera:opera_browser:7.11:beta2:*:*:*:*:*:*:

Skuk ok akakakak.

cpe:2.3:a:opera:opera_browser:7.20:*

Rk kR ok ak.

cpe:2.3:a:opera:opera_browser:7.20:beta7:*:*:*:*:*:*:

Skukakukakakak.

cpe:2.3:a:opera:opera_browser:7.60:":*

cpe:2.3:a:opera:opera_browser:8.0:*:*:*

kKK kKK,

cpe:2.3:a:opera:opera_browser:8.0:beta2:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:opera:opera_browser:8.0:beta3:*:*:*:*:*:*:

Skk Lk k ok akak.

cpe:2.3:a:opera:opera_browser:8.01:*:**:**:*:*:



dkak ok ok akakak.

cpe:2.3:a:opera:opera_browser:8.02:*:**:*:*:*:*:

Skuk ok kakakak.

cpe:2.3:a:opera:opera_browser:8.51:

Skk ok k ok akak.

cpe:2.3:a:opera:opera_browser:8.52::*

Skak ok akakakak.

cpe:2.3:a:opera:opera_browser:8.53:

cpe:2.3:a:opera:opera_browser:9.0:*:* "

SRk kKKK,

cpe:2.3:a:opera:opera_browser:9.0:betal:*:*:*:*:*:*:

Sk ok ak kR akak.

cpe:2.3:a:opera:opera_browser:9.01:**:****:*:

Skakakakakakak.

cpe:2.3:a:opera:opera_browser:9.02:*:*:* "

skakakakakakak.

cpe:2.3:a:opera:opera_browser:9.26:*:*

dkukakukakakak.

cpe:2.3:a:0pera:opera_browser:9.27:*:

dkakakakakak.

cpe:2.3:a:opera:opera_browser:9.50:betal:*:*:*:*:*:*:

dkakukkakuk.

cpe:2.3:a:opera:opera_browser:9.50:beta2:*:*:*:*:*:*:

Skuk ok ukkakuk.

cpe:2.3:a:0pera:opera_browser:9.51: % *:

Skuk ok ak ok akak.

cpe:2.3:a:opera:opera_browser:9.60:*:*:*:*:**:*:



dkak kR kuk.

cpe:2.3:a:opera:opera_browser:9.60:betal:*:*:*:*:*:*:

Sk Lk k Lk akakak.

cpe:2.3:a:opera:opera_browser:9.61:*:***:*:*:*:

Skuk ok akakakak.

cpe:2.3:a:opera:opera_browser:9.62:*:*:

Skk ok k ok akak,

cpe:2.3:a:opera:opera_browser:9.64:*:

Akak kKK Rk,

cpe:2.3:a:opera:opera_browser:10.00:*:*:**:**::

Kk kKKK,

cpe:2.3:a:opera:opera_browser:10.00:betat:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:a:opera:opera_browser:10.00:beta2:*:*:*:*:*:*:

akk Lk kKK,

cpe:2.3:a:opera:opera_browser:10.60:betat:*:*:*:*:*:*:

ARk kK Lk Kk,

cpe:2.3:a:opera:opera_browser:10.61:*:*: "

ARk kKK kK,

cpe:2.3:a:opera:opera_browser:5.0:*: "

kKK KLk Lk,

cpe:2.3:a:opera:opera_browser:5.0:beta2:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:opera:opera_browser:5.0:betad:*:*:*:*:*:*:

cpe:2.3:a:opera:opera_browser:5.0:betab:*:*:*:*:*:*:

rne2 Ra'nnara‘nnara hrowear:R N-hataf-*-**kxk.



B LI S R L

Rk kKKK,

cpe:2.3:a:opera:opera_browser:5.0:beta8:*:*:*:*:*:*:

Skuk ok ak ok akak.

cpe:2.3:a:opera:opera_browser:5.02::

Skuk ok k ok akak.

cpe:2.3:a:opera:opera_browser:5.11:

Skak ok akakakak.

cpe:2.3:a:opera:opera_browser:5.12:

R I

cpe:2.3:a:opera:opera_browser:6.0:*:*:***

SRk kKKK,

cpe:2.3:a:opera:opera_browser:6.0:betal:*:*:*:*:*:*:

SRk ok KRk,

cpe:2.3:a:opera:opera_browser:6.0:beta2:*:*:*:*:*:*:

Sk ok kakk k.

cpe:2.3:a:opera:opera_browser:6.0:tp1:* %"

dkukakukakakak.

cpe:2.3:a:0pera:opera_browser:6.12:%: "

cpe:2.3:a:opera:opera_browser:7.0:*:" 0

kKK KKk,

cpe:2.3:a:0pera:opera_browser:7.0:betat:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:0pera:opera_browser:7.0:beta2:*:*:*:*:*:*:

Skuk Kk uk ok akak.

cpe:2.3:a:opera:opera_browser:7.01:*:



dkk ok k ok akak.

cpe:2.3:a:opera:opera_browser:7.03:*:*****

akakk ok akak.

cpe:2.3:a:opera:opera_browser:7.10:betat :*:*:*:*:*:*:

Skk ok k ok akak.

cpe:2.3:a:opera:opera_browser:7.11:

dkak kR akak.

cpe:2.3:a:opera:opera_browser:7.11:beta2:*:*:*:*:*:*:

Sk ok k kR akak.

cpe:2.3:a:opera:opera_browser:7.20:

dk kR Lk akak.

cpe:2.3:a:opera:opera_browser:7.20:beta7:*:*:*:*:*:*:

Sk ok ak kR akak.

cpe:2.3:a:opera:opera_browser:7.21:

Sk Rk kR akak.

cpe:2.3:a:opera:opera_browser:7.23:

Sk Rk kR akak.

cpe:2.3:a:opera:opera_browser:7.50:":

dkukakakakakak.

cpe:2.3:a:opera:opera_browser:8.01:":* "

Skukakukkakak.

cpe:2.3:a:0pera:opera_browser:8.02:*:*:*:*:* "

Skk ok uk ok akak.

cpe:2.3:a:opera:opera_browser:8.51: % *:*:

Skuk Kk akkakak.

cpe:2.3:a:0pera:opera_browser:8.52:%:*:****:*:



Skuk ok kkakak.

cpe:2.3:a:opera:opera_browser:8.54:*:*****:*:

aKLakak kKR ok,

cpe:2.3:a:opera:opera_browser:9.0:*:

KKKk kK,

cpe:2.3:a:opera:opera_browser:9.0:betal:*:*:*:*:*:*:

kKKK kK,

cpe:2.3:a:opera:opera_browser:9.0:beta2:*:*:*:*:*:*:

Sk Lk k kR akak.

cpe:2.3:a:opera:opera_browser:9.01: ™

Sk ok ak kR akak.

cpe:2.3:a:opera:opera_browser:9.10: 7 "

Sk Rk kR akak.

cpe:2.3:a:opera:opera_browser:9.12:*: %

dkak kR akak.

cpe:2.3:a:opera:opera_browser:9.20:betat:*:*:*:*:*:*:

dkak ok ak ok akak.

cpe:2.3:a:opera:opera_browser:9.21: " *

skakakukakakak.

cpe:2.3:a:opera:opera_browser:9.51: "

skukakakkakak.

cpe:2.3:a:0pera:opera_browser:9.52:%:*:*:***:

dkakakakakak.

cpe:2.3:a:opera:opera_browser:9.60:betal:*:*:*:*:*:*:

Skukakukkakak.

cpe:2.3:a:opera:opera_browser:9.61:* "

Skuk ok akakakuk.

cpe:2.3:a:0pera:opera_browser:9.62:*:*:*:***:*:

Skuk ok k ok akak.

cpe:2.3:a:0pera:opera_browser:9.63:*:*:****:

dkk ok k ok akak.

cpe:2.3:a:opera:opera_browser:9.64:*:*:****:*:



No vendor comments have been submitted for this CVE
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