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CVE CVE-2010-4080
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-11-30 22:14:00 UTC
Updated 2026-04-29 01:13:23 UTC
Description The snd_hdsp_hwdep_ioctl function in sound/pci/rme9652/hdsp.c in the Linux kernel before 2.6.36-rc6 does not initialize a

/ |

Risk And Classification

Primary CVSS: v2.0 2.1 from nvd@nist.gov

AV:L/AC:L/Au:N/C:P/I:N/A:N

Problem Types: CWE-200 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:L/AC:L/Au:N/C:P/I:N/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 5.0 All All All


https://cve.report/
https://cve.report/CVE-2010-4080/mitre
https://cve.report/CVE-2010-4080/nist
https://cve.report/CVE-2010-4080/cve_org
https://cve.report/api/cve/CVE-2010-4080.json
https://cve.report/CVE-2010-4080.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux

Operating System Linux Linux Kernel

Operating System Linux Linux Kernel
Operating System Linux Linux Kernel
Operating System Linux Linux Kernel
Operating System Linux Linux Kernel
Operating System Linux Linux Kernel
Operating System Linux Linux Kernel
Operating System Opensuse Opensuse

Operating System Opensuse Opensuse

Operating System Suse Linux Enterprise Desktop

Operating System Suse Linux Enterprise Real Time Extension

Operating System Suse Linux Enterprise Server

Operating System Suse

Vendor Declared Affected Products

Linux Enterprise Software Development Kit

All All
2.6.36 -
2.6.36 rcl
2.6.36 rc2
2.6.36 rc3
2.6.36 rc4
2.6.36 rc
11.2 All
11.3 All
10 sp3
11 spl
10 sp3
10 sp3

All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All

Source Vendor Product

CNA Na N/a

Version

affected n/a

Platforms

Not specified

References

Reference

Debian -- Security Information -- DSA-2126-1 linux-2.6
access.redhat.com

oss-security - Re: CVE request: multiple kernel stack memory disclosures
Red Hat update for kernel - Advisories - Community

[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20
SUSE update for kernel - Advisories - Community

Support

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
SecurityFocus

kernel/git/torvalds/linux.git - Linux kernel source tree

Red Hat update for kernel - Secunia.com

oss-security - CVE request: multiple kernel stack memory disclosures
About Secunia Research | Flexera

SUSE update for kernel - Advisories - Community

VMSA-2011-0012.2
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Bug 648669 — CVE-2010-4080 kernel: drivers/sound/pci/rme9652/hdsp.c: reading uninitialized stack memory

Source
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http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_desktop
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_real_time_extension
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_software_development_kit
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://bugzilla.redhat.com/show_bug.cgi?id=648669
http://www.debian.org/security/2010/dsa-2126
http://www.redhat.com/support/errata/RHSA-2011-0007.html
http://www.openwall.com/lists/oss-security/2010/10/06/6
http://secunia.com/advisories/42890
http://lists.opensuse.org/opensuse-security-announce/2011-01/msg00000.html
http://secunia.com/advisories/42801
http://www.redhat.com/support/errata/RHSA-2011-0017.html
http://www.vupen.com/english/advisories/2011/0012
http://www.securityfocus.com/archive/1/520102/100/0/threaded
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=e68d3b316ab7b02a074edc4f770e6a746390cb7d
http://secunia.com/advisories/42963
http://www.openwall.com/lists/oss-security/2010/09/25/2
http://secunia.com/advisories/46397
http://secunia.com/advisories/42778
http://www.vmware.com/security/advisories/VMSA-2011-0012.html
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404: File not found

LKML: Dan Rosenberg: [PATCH] sound/pci/rme9652: prevent reading uninitialized stack memory

oss-security - Re: CVE request: multiple kernel stack memory disclosures
oss-security - Re: CVE request: multiple kernel stack memory disclosures
Support

[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20
Linux Kernel 'hdsp.c' IOCTL Local Information Disclosure Vulnerability

Red Hat update for kernel - Advisories - Community

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
[security-announce] SUSE Security Announcement: Realtime Linux Kernel (S
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
access.redhat.com

[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20
kernel/git/torvalds/linux.git - Linux kernel source tree

CVE Program record

NVD vulnerability detail

1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.
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