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State

Assigner
Source Priority
Published
Updated

Description

/

VE-2010-4

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2010-4091

PUBLIC

psirt@adobe.com

CVE Program / NVD first with legacy fallback
2010-11-07 22:00:00 UTC

2018-10-30 16:25:00 UTC

The EScript.api plugin in Adobe Reader and Acrobat 10.x before 10.0.1, 9.x before 9.4.1, and 8.x before 8.2.6 on Windows
| i

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Adobe Acrobat 10.0 All All All
Adobe Acrobat 8.0 All All All
Adobe Acrobat 8.1 All All All
Adobe Acrobat 8.1.1 All All All
Adobe Acrobat 8.1.2 All All All
Adobe Acrobat 8.1.3 All All All
Adobe Acrobat 8.1.4 All All All
Adobe Acrobat 8.15 All All All
Adobe Acrobat 8.1.6 All All All
Adobe Acrobat 8.1.7 All All All
Adobe Acrobat 8.2 All All All
Adobe Acrobat 8.2.1 All All All
Adobe Acrobat 8.2.2 All All All
Adobe Acrobat 8.2.3 All All All
Adobe Acrobat 8.2.4 All All All
Adobe Acrobat 9.0 All All All
Adobe Acrobat 9.1 All All All
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Application Adobe Acrobat Reader 8.1.6 All All All
Application Adobe Acrobat Reader 8.1.7 All All All
Application Adobe Acrobat Reader 8.2 All All All
Application Adobe Acrobat Reader 8.2.1 All All All
Application Adobe Acrobat Reader 8.2.2 All All All
Application Adobe Acrobat Reader 8.2.3 All All All
Application Adobe Acrobat Reader 8.2.4 All All All
Application Adobe Acrobat Reader 9.0 All All All
Application Adobe Acrobat Reader 9.1 All All All
Application Adobe Acrobat Reader 9.1.1 All All All
Application Adobe Acrobat Reader 9.1.2 All All All
Application Adobe Acrobat Reader 9.1.3 All All All
Application Adobe Acrobat Reader 9.2 All All All
Application Adobe Acrobat Reader 9.3 All All All
Application Adobe Acrobat Reader 9.3.1 All All All
Application Adobe Acrobat Reader 9.3.2 All All All
Application Adobe Acrobat Reader 9.3.3 All All All
Application Adobe Acrobat Reader 9.3.4 All All All
Application Adobe Acrobat Reader 9.4 All All All
Operating System Apple Mac Os X All All All All
Operating System Apple Mac Os X All All All All
Operating System Microsoft Windows All All All All
Operating System Microsoft Windows All All All All
Reference

Adobe Reader 9.4 Remote Memory Corruption Vulnerability

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Adobe - Security Bulletins: APSB11-03 - Security updates available for Adobe Reader and Acrobat
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

69005

Gentoo Linux Documentation -- Adobe Reader: Multiple vulnerabilities

extraexploit: full disclosure xpl.pdf Adober Reader 9.4 poc - printSeps()

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Support

SecurityTracker: Adobe Reader and Acrobat Multiple Flaws Let Remote Users Execute Arbitrary Code and Conduct Cross-Site Scripting Attac
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http://www.adobe.com/support/security/bulletins/apsb11-03.html
http://www.vupen.com/english/advisories/2011/0191
http://osvdb.org/69005
http://security.gentoo.org/glsa/glsa-201101-08.xml
http://extraexploit.blogspot.com/2010/11/full-disclosure-xplpdf-adober-reader-94.html
http://www.vupen.com/english/advisories/2010/3111
http://www.redhat.com/support/errata/RHSA-2010-0934.html
http://www.securitytracker.com/id?1025033

Adobe - Security Bulletins: APSB10-28 - Security updates available for Adobe Reader and Acrobat
Acrobat Reader v9.4 Memory Corruption Vulnerability

Gentoo update for acroread - Advisories - Community

SecurityTracker.com Archives - Adobe Reader Memory Corruption Flaw Lets Remote Users Execute Arbitrary Code
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Red Hat update for acroread - Secunia.com

NEOHAPSIS - Peace of Mind Through Integrity and Insight

[security-announce] SUSE Security Announcement: acoread (SUSE-SA:2010:05

Potential issue in Adobe Reader « Adobe Product Security Incident Response Team (PSIRT) Blog
IBM X-Force Exchange

Adobe Reader "Doc.printSeps()" Memory Corruption Vulnerability - Advisories - Community
Repository / Oval Repository

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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