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CVE CVE-2010-4099
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-10-27 19:00:00 UTC
Updated 2017-08-17 01:33:00 UTC
Description ess.pm in NitroSecurity NitroView ESM 8.4.0a, when ESSPMDebug is enabled, allows remote attackers to execute arbitrar
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Nitrosecurity Nitroview Esm ns-esm-5205-r All All All
Hardware Nitrosecurity Nitroview Esm ns-esm-5510-r All All All
Hardware Nitrosecurity Nitroview Esm ns-esm-5750-r All All All
Hardware Nitrosecurity Nitroview Esm ns-esm-x5 All All All
Hardware Nitrosecurity Nitroview Esm ns-esm-5205-r All All All
Hardware Nitrosecurity Nitroview Esm ns-esm-5510-r All All All
Hardware Nitrosecurity Nitroview Esm ns-esm-5750-r All All All
Hardware Nitrosecurity Nitroview Esm ns-esm-x5 All All All
Application Nitrosecurity Nitroview Esm Software 8.4.0a All All All
Application Nitrosecurity Nitroview Esm Software 8.4.0a All All All
Reference Source
IBM X-Force Exchange XF

SecurityTracker.com Archives - NitroView ESM Input Validation Flaw in 'ess.pm' Lets Remote Users Execute Arbitrary Code SECTRACK
NitroSecurity ESM v8.4.0a Remote Code Execution EXPLOIT-DB

NitroView ESM 'ess.pm' Remote Command Execution Vulnerability BID
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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