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Summary

CVE CVE-2010-4107

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-11-17 16:00:00 UTC

Updated 2017-08-17 01:33:00 UTC

Description The default configuration of the PJL Access value in the File System External Access settings on HP LaserJet MFP printers, Color LaserJet MFP printers, and LaserJet 4100, 4200, 4300, 5100, 8150, and 9000 printers enables PJL commands that use the device's filesystem, which allows remote attackers to read arbitrary files via a command inside a print job, as demonstrated by a directory traversal attack.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp 9000 All All All All

Hardware Hp 9000 All All All All

Hardware Hp Color Laserjet Mfp All All All All

Hardware Hp Color Laserjet Mfp All All All All

Hardware Hp Laserjet 4100 All All All All

Hardware Hp Laserjet 4100 All All All All

Hardware Hp Laserjet 4200 All All All All

Hardware Hp Laserjet 4200 All All All All

Hardware Hp Laserjet 4300 All All All All

Hardware Hp Laserjet 4300 All All All All

Hardware Hp Laserjet 5100 All All All All

Hardware Hp Laserjet 5100 All All All All

Hardware Hp Laserjet 8150 All All All All

Hardware Hp Laserjet 8150 All All All All

Hardware Hp Laserjet Mfp All All All All

Hardware Hp Laserjet Mfp All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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