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Summary

CVE CVE-2010-4115

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-12-17 19:00:00 UTC

Updated 2018-10-10 20:07:00 UTC

Description HP StorageWorks Modular Smart Array P2000 G3 firmware TS100R011, TS100R025, TS100P002, TS200R005, TS201R014, and TS201R015 installs an undocumented admin account with a default "!admin" password, which allows remote attackers to gain privileges.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp Storageworks Modular Smart Array P2000 G3 All All All All

Hardware Hp Storageworks Modular Smart Array P2000 G3 All All All All

Application Hp Storageworks Modular Smart Array P2000 G3 Firmware ts100p002 All All All

Application Hp Storageworks Modular Smart Array P2000 G3 Firmware ts100r011 All All All

Application Hp Storageworks Modular Smart Array P2000 G3 Firmware ts100r025 All All All

Application Hp Storageworks Modular Smart Array P2000 G3 Firmware ts200r005 All All All

Application Hp Storageworks Modular Smart Array P2000 G3 Firmware ts201r014 All All All

Application Hp Storageworks Modular Smart Array P2000 G3 Firmware ts201r015 All All All

Application Hp Storageworks Modular Smart Array P2000 G3 Firmware ts100p002 All All All

Application Hp Storageworks Modular Smart Array P2000 G3 Firmware ts100r011 All All All

Application Hp Storageworks Modular Smart Array P2000 G3 Firmware ts100r025 All All All

Application Hp Storageworks Modular Smart Array P2000 G3 Firmware ts200r005 All All All

Application Hp Storageworks Modular Smart Array P2000 G3 Firmware ts201r014 All All All

Application Hp Storageworks Modular Smart Array P2000 G3 Firmware ts201r015 All All All
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HP StorageWorks Hidden Admin User Unauthorized Access Vulnerability

SecurityTracker.com Archives - HP StorageWorks Modular Smart Array Default Administrative Password Lets Remote Users Gain Administrative Access
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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