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CVE CVE-2010-4162
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-01-03 20:00:42 UTC
Updated 2026-04-29 01:13:23 UTC
Description Multiple integer overflows in fs/bio.c in the Linux kernel before 2.6.36.2 allow local users to cause a denial of service (systet

/ |

Risk And Classification

Primary CVSS: v2.0 4.7 from nvd@nist.gov

AV:L/AC:M/Au:N/C:N/I:N/A:C

Problem Types: CWE-190 | n/a

CVSS v2.0 Breakdown

\ccess Vector
\ccess Complexity

\uthentication

Sonfidentiality

ntegrity

\vailability
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 13 All All All


https://cve.report/
https://cve.report/CVE-2010-4162/mitre
https://cve.report/CVE-2010-4162/nist
https://cve.report/CVE-2010-4162/cve_org
https://cve.report/api/cve/CVE-2010-4162.json
https://cve.report/CVE-2010-4162.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora

Operating System Linux Linux Kernel All All All All
Operating System Opensuse Opensuse 11.2 All All All
Operating System Opensuse Opensuse 11.3 All All All
Operating System Suse Linux Enterprise Desktop 10 sp3 All All
Operating System Suse Linux Enterprise Desktop 11 spl All All
Operating System Suse Linux Enterprise Real Time Extension 11 spl All All
Operating System Suse Linux Enterprise Server 10 sp3 All All
Operating System Suse Linux Enterprise Server 11 spi All All
Operating System Suse Linux Enterprise Software Development Kit 10 sp3 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Source

access.redhat.com af854a3a-2127-422b-91ae-364da

kernel/git/torvalds/linux.git - Linux kernel source tree af854a3a-2127-422b-91ae-364da

Red Hat update for kernel - Advisories - Community af854a3a-2127-422b-91ae-364da

[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20 af854a3a-2127-422b-91ae-364da

SUSE update for kernel - Advisories - Community af854a3a-2127-422b-91ae-364da

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da
mandriva.com af854a3a-2127-422b-91ae-364da
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da

SUSE update for kernel - Advisories - Community af854a3a-2127-422b-91ae-364da
Bug 652529 — CVE-2010-4162 kernel: bio: integer overflow page count when mapping/copying user data  af854a3a-2127-422b-91ae-364da

[SECURITY] Fedora 13 Update: kernel-2.6.34.7-66.fc13 af854a3a-2127-422b-91ae-364da

[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20
SUSE update for kernel - Advisories - Community

oss-security - CVE request: kernel: Multiple DoS issues in block layer

Fedora update for kernel - Advisories - Community

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
oss-security - Re: CVE request: kernel: Multiple DoS issues in block layer
Linux Kernel Block Layer Local Denial of Service Vulnerabilities
[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20
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http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_desktop
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_desktop
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_real_time_extension
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_software_development_kit
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.redhat.com/support/errata/RHSA-2011-0007.html
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=cb4644cac4a2797afc847e6c92736664d4b0ea34
http://secunia.com/advisories/42890
http://lists.opensuse.org/opensuse-security-announce/2011-01/msg00000.html
http://secunia.com/advisories/42801
http://www.vupen.com/english/advisories/2010/3321
http://www.mandriva.com/security/advisories?name=MDVSA-2011:029
http://www.vupen.com/english/advisories/2011/0012
http://secunia.com/advisories/42932
https://bugzilla.redhat.com/show_bug.cgi?id=652529
http://lists.fedoraproject.org/pipermail/package-announce/2010-December/052513.html
http://lists.opensuse.org/opensuse-security-announce/2011-01/msg00004.html
http://secunia.com/advisories/42778
http://openwall.com/lists/oss-security/2010/11/10/18
http://secunia.com/advisories/42745
http://www.vupen.com/english/advisories/2011/0124
http://openwall.com/lists/oss-security/2010/11/12/2
http://www.securityfocus.com/bid/44793
http://lists.opensuse.org/opensuse-security-announce/2011-01/msg00001.html
http://www.kernel.org/pub/linux/kernel/v2.6/ChangeLog-2.6.36.2
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[security-announce] SUSE Security Announcement: Realtime Linux Kernel (S
[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20
kernel/git/torvalds/linux.git - Linux kernel source tree

Red Hat Customer Portal

Red Hat Customer Portal

CVE-2010-4162 - Red Hat Customer Portal
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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